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L’Association canadienne de normalisstion (CSA), sous les auspices de laquelle cette Norme nationale a Bt6 prkparbe, a requ ses lettres patentes en 1919 et son accreditation 
au sein du Systhme de normes nationales par le Conseil canadien des normes en 1973. Association d’affiliation libre, sans but lucratif ni pouvoir de rbglementation, elle se 
consacre A 1’6laboration de normes et A la certification. 

Les noimes CSA refl&tent le consensus de producteurs et d’usagers de partout au pays, au nombre desquels se trouvent des fabricants, des consommateurs, des detaillants et 
des representants de syndicats, de corps professionnels et dagences gouvernementales. L‘utilisation des normes CSA est trbs repandue dans l’industrie et le commerce, et leur 
adoption & divers ordres de 16gislation, tant municipal et provincial que federal, est chose courante, particulibrement dans les domaines de la santd, de la s6curit8, du batiment, de 
la construction et de I’environnement. 

Les Canadiens d’un bout 4 I’autre du pays t6moignent de leur appui au travail de normalisation men6 par la CSA en participant bhdvolernent aux travaux des comites de la CSA 
et en appuyant ses objectifs par leurs cotisations de membres de soutien. Les quelque 7000 volontaires faisant partie des comites et les 2000 membres de soutien constituent 
I’ensemble des membres de la CSA parmi lesquels ses adrninistrateurs sont choisis. Les cotisations des membres de soutien reprdsentent une source importante de revenu pour 
les services de soutien B la normalisation volontaire. 

L’Association off re des services de certification et de mise A I’essai qui appuient et complbtent ses activitbs dans le domaine de I’Blaboration de norrnes. De manihre A assurer 
I’int4grit8 de son processus de certification, I’Association procbde de faGon rdgulibre et continue a I’exarnen et B I’inspection des produits portant la marque CSA. 

Outre son sibge smial et ses laboratoires A Etobicoke, la CSA possede des bureaux rbgionaux dans des centres vitaux partout au Canada, de meme que des agences 
d‘inspection et d’essai dans huit pays. Depuis 1919, I’Association a parfait [es connaissances techniques qui Iui permettent de remplir sa mission d‘entreprise, A savoir la CSA est 
un organisme de services independant dont la mission est d’offrir une tribune libre et efficace pour la realisation d’activit4s facilitant I’echange de biens et de services par 
I’intermkdiaire de services de normalisation de certification et autres, pour repondre aux besoins de nos clients, tant B I’bchelle nationale qu’internationale. 

The Canadian Standards Association (CSA), under whose auspices this Nationai Standard has been produced, was chartered in 1919 and accredited by the Standards Council of 
Canada to the National Standards system in 1973. I1 is a not-for-profit, nonstatutory, voluntary membership association engaged in standards development and certification activities. 

CSA standards reflect a national consensus of producers and users - including manufacturers, consumers, retailers, unions and professional organizations, and governmental 
agencies. The standards are used widely by industry and commerce and often adopted by municipal, provincial, and federal governments in their regulations, particularly in the 
fields of health, safety, building and construction, and the environment. 

supporting the Association’s objectives through sustaining memberships. The more than 7000 committee volunteers and the 2000 sustaining memberships together form CSA’s 
total membership from which its Djrectors are chosen. Sustaining memberships represent a major source o l  income for CSA’s standards development activities. 

The Association offers certification and testing services in support of and as an extension to its standards development activities. To ensure the integrity of its certification 
process, the Association regularly and continually audits and inspects products that bear the CSA Mark. 

In addition to its head office and laboratory complex in Etobicoke, CSA has regional branch offices in major centres across Canada and inspection and testing agencies in eight 
countries. Since 1919, the Association has developed the necessary expertise to meet its corporate mission: CSA is an independent service organization whose mission is to 
provide an open and effective forum for activities facilitating the exchange of goods and services through the use of standards, certification and related services to meet national 
and international needs. 

0 For further information on CSA services, write to 

178, boulevard Aexdale 178 Rexdale Boulevard 

individuals, companies, and associations across Canada indicate their support for CSA’s standards development by volunteering their time and skills to CSA Committee work and 

Pour plus amples renseignements sur les services de la CSA, s’adresser A 
Association canadienne de normalisatinon Canadian Standards Association 

Etobicoke, Ontario, M9W 1 R3 
Canada 

Le Conseil canadien des norm88 est I’organisme de coordination du S y s t h e  de normes nationales, une federation d’organismes independants et autonomes qui travaillent au 
dheloppement et P I’amdlioration de la normalisation volontaire dans I’int4r4t national. 

Les principaux buts du Conseil sont dencourager et de promouvoir la normalisation volontaire comme moyen d‘am6liorer 1’8conomie nationale, d’am6liorer la sant6, la skuri te et 
le bien-&re du public, d‘aider et de protbger le consommateur, de faciliter le commerce national et international et de favoriser la coopdration internationale dans le domaine de la 
normalisation. 

Une Norme nationale du Canada est une norme, approuvbe par le Conseil canadien des normes, qui reflbte une entente raisonnable parmi fes points de vue d’un certain nombre 
de personnes compktentes dont res intbrbts rdunis forment, au degr4 le plus 6lev6 possible, une representation Bquilibrbe des producteurs, utilisateurs, consommateurs et autres 
personnes int6resshes, selon le domaine envisag6. II s’agit gkn8ralement d‘une norme qui peut apporter une contribution appreciable, en temps opportun, B I’intbr6t national. 

L‘approbation ne porte pas sur I’aspect technique de la norme : cet aspect demeure la responsabilitd de I’organisme redacteur de norrnes accr8dit6. 

phriodiques ; c’est pourquoi il est recommand6 aux utilisateurs de se procurer 1’6dition la plus r6cente de [a norme auprbs de I’organisme qui I’a preparee. 

L‘approbation d’une norme en [ant que Norme nationale du Canada indique qu’elle est conforme aux methodes et crithres Btablis par le Conseil canadien des normes. 

I1 est recommand6 aux personnes qui ont besoin de normes de se servir des Normes nationales du Canada lorsque la chose est possible. Ces normes font I’objet d’examens 

The Standards Council of Canada is the coordinating body of the National Standards system, a federation of independent, autonomous organizations working towards the further 
development and improvement of voluntary standardization in the national interest. 

The principal objects of the Council are to foster and promote voluntary standardization as a means of advancing the national economy, benefiting the health, safety, and welfare 
of the public, assisting and protecting the consumer, facilitating domestic and international trade, and furthering international cooperation in the field of standards. 

A National Standard of Canada is a standard which has been approved by the Standards Council of Canada and one which reflects a reasonable agreement among the views of 
a number of capable individuals whose collective interests provide to the greatest practicable extent a balance of representation of producers, users, consumers, and others with 
relevant interests, as may be appropriate to the subject in hand. It normally is a standard which is capable of making a significant and timely contribution to the national interest. 

Approval of a standard as a National Standard of Canada indicates that a standard conforms to the criteria and procedures established by the Standards Council of Canada. 
Approval does not refer to the technical content of the standard; this remains the continuing responsibility of the accredited standards-development organization. 
Those who have a need to  apply standards are encouraged to use National Standards of Canada whenever practicable. These standards are subject to periodic review; 

therefore, users are cautioned to obtain the latest edition from the organization preparing the standard. 
La responsabilit6 d’approuver les Normes nationales du Canada incombe au The responsibility for approving National Standards of Canada rests with the 

Conseil canadien des normes Standards Council of Canada 
45, rue O’Connor, Bureau 1200 0 45 O’Connor Street, Suite 1200 Q Canada 

Ottawa, Ontario, KIP 6N7 

Les normes nationales du Canada sont publiees en versions franGaise et anglaise. 
National Standards of Canada are published in English and French. 

Bien que le but premier vis6 par cefte norme soit 8noncB sous sa rubrique Domaine d’application, il est important de retenir qu’il incornbe A 
I’uiilisateur de juger si la norme conwieot A ses besoins particuliers. 

Although the intended primary application of this Standard is stated in its Scope, it is important to note that it remains tbe responsibility 
of the user to judge its suitability for their parficular purpose. 
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CAN/CSA-Q850-97 

Preface 

This is the first edition of CSA Guideline CAN/CSA-Q850, Risk Management: Guideline for 
Decision-Makers. This Guideline was developed building on existing risk models, including those 
published by 
(a) Canadian Public Health Association (1 993); 
(b) Canadian Standards Association (1 991); 
(c) Health Canada (1993); 
(d) Insurance Institute of America (1 985); 
(e) International Electrotechnical Commission (IEC) lEC/TC 56 (Sec.) 41 0; 
(9 Royal Society of Canada (1993); 
(9) Treasury Board of Canada (1992); 
(h) U.K. Royal Society (1 992); and 
(i) U S .  National Academy of Sciences (1 983). 

incorporating risk perception and risk communication into the decision process. It is intended to be 
applicable across a number of risk management disciplines. Documents dealing with specific risks (eg, 
financial, health and safety) may be developed in the future as part of a proposed series of guidelines 

This Guideline incorporates some elements from existing models, and pays great attention to 

on risk issues. 
This Guideline was prepared by the CSATechnical Committee on Risk Management under the 

authority of the CSA Strategic Steering Committee on Business Management Systems, and has been 
approved by the Technical Committee. It has been approved as a National Standard of Canada by the 
Standards Council of Canada. 

October 7 997 

Notes: 
(1) Use of the singular in this Guideline does not excfude the plural (and vice versa) when the sense allows. 
(2) Aithough the intended primary application of this Guideline is stated in its Scope, it is important to note that it 
remains the responsibility of the users of  the Guideline to judge its suitability for their particufar purpose. 
(3) This publicution was developed by consensus, which is defined by CSA Regulations Governing Standardization as 
'!substantial agreement reached by concerned interests. Consensus includes an attempt to remove all objections and 
impiies much more than the concept o f  a simple majoritv, but not necessarily unanimity. ” It is consistent with this 
definition that a member may be included in the Technical Committee list and yet not be in full agreement with all 
clauses of the publication. 
(4) CSA Guidelines are subject to periodic review, and suggestions for their improvement will be referred to the 
appropriate corn mit tee. 
(5 )  All enquiries regarding this Guideline, including requests for interpretation, should be addressed to Canadian 
Standards Association, Standards Development, 7 78 Rexdule Boulevard, Etobicoke, Ontario M 9 W 7 R3. 
Requests for interpretation should 
(u) define the problem, making reference to the specific clause, and, where appropriate, include an illustrative sketch; 
(b) provide an explanation of circumstances surrounding the actual field condition; and 
(c) be phrased where possible to permit a specific ”yes” or “no” answer, 
Interpretations are published in CSA’s periodicul Info Update. For subscription details, write to CSA Sales Promotion, Info 
Update, at the address given above. 

viii October 7 997 
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Risk Management: Guideline for Decision-Makers 

CAN/CSA-Q850-97 
Risk Management: Guideline for 
Decision=Makers 

0. Introduction 
0.1 General 
Activities undertaken by an individual, organization, or government all involve some degree of risk. All 
activities expose people or groups to a potential loss of something they value: their health, money, 
property, the environment, etc. Individuals, groups, or organizations who are able to affect, who are 
affected by, or believe they may be affected by, a decision or activity are called stakeholders. Because 
different stakeholders may place different values on things, they may also view the acceptability of risk 
differently. As such, attempts to manage risk may be unsuccessful if one fails to recognize its complex 
nature. 

(a) the frequency of the loss, that is, how often the loss may occur; 
(b) the consequences of the loss, that is, how large might the loss be; and 
(c) the perception of the loss, that is, how a potential risk is viewed by affected stakeholders in terms of 
its effect on their needs, issues, and concerns. 

Because there is a need to understand how a potential loss might affect and be perceived by the 
various stakeholders, it is  insufficient, and indeed can be quite misleading, for the decision-maker to 
consider risk solely in terms of probability and consequence. 

Alternative control strategies for reducing risk also need to be evaluated in terms of the needs, issues, 
and concerns of all of the affected stakeholders, as these control measures may generate, in themselves, 
additional risks. This Guideline stresses the importance of stakeholder involvement in the risk 
management decision process from its onset. 

process, offers significant benefits to decision-makers because it contributes to well-informed decisions 
and to informed action on the part of stakeholders. 

decision-maker with the information necessary to make decisions with confidence. It does not, 
however, provide a formula that is guaranteed to give the "correct" solution, nor does it tell the 
individual or organization what it should value. The criteria adopted to evaluate different control 
strategies are left to the decision-maker(s). This Guideline should be viewed as a framework for 
effective decision-making, rather than as a guarantor of correct decisions. 

In the area of human health, this Guideline could provide a framework for the assessment and 
management of the potential risks associated with, for example, chemicals, radiation, microbiological 
contaminants, or diseases. 

The risk management process in this Guideline has been used to evaluate the safety of transporting 
waste to Swan Hills, Alberta, including an extensive program of risk communication to the public and 
the affected communities. Process safety for chemical plants and other hazardous installations follow a 
risk assessment process that is  compatible with 4850. 

Risk involves three key issues: 

An effective communication strategy, throughout a10 phases of the risk management decision 

This Guideline provides a systematic method for analyzing complex risk issues and provides the 

October 1997 I 
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CAN/CSA - Q35 0 - 9 7 
~~ 

0.2 Objective of the Risk Management Process 
The purpose of this Guideline is to provide a comprehensive decision process that will aid 
decision-makers in identifying, analyzing, evaluating, and controlling all types of risks, including risks to 
health and safety. The management of risk issues often entails priority-setting, due to limits on 
available resources. This process provides the information necessary to develop priorities. 

The objective of risk management is to ensure that significant risks are identified and that 
appropriate action is taken to minimize these risks as much as is reasonably achievable. Such actions 
are determined based on a balance of risk control strategies, their effectiveness and cost, and the 
needs, issues, and concerns of stakeholders. Communication among stakeholders throughout the 
process is a critical element of this risk management process. Decisions made with respect to risk issues 
must balance the technical aspects of risk with the social and moral considerations that often 
accompany such issues. 

This decision process is useful as a process for developing strategies to deaE with potential risk before 
they occur. As such, it is an effective pre-loss planning tool. 

It should be noted that while this Guideline requires that various analyses, consultations, and 
documentation be undertaken throughout the process, the level of effort extended to these should 
reflect the magnitude of the problem, the level of concern of stakeholders, and the resources available 
to the organization. For example, decisions internal to the organization may not require consultation 
with outside stakeholders; or if problems are straightforward or solutions evident, analyses may very 
well be limited. The decision-maker should make some judgement about the level of effort required to 
complete the steps in the risk management process, with reasonable efforts extended to complete the 
requirements of the process. 

1. Scope 
1.1 
CSA Guideline CAN/CSA-QSSO is intended to assist decision-makers in effectively managing all types of 
risk issues, including injury or damage to health, property, the environment, or something else of value. 

1.2 
This Guideline describes a process for acquiring, analyzing, evaluating, and communicating information 
that is necessary for decision-making. 

le3 
This Guideline provides a description of the major components of the risk management decision 
process, and their relationship to each other, in a step-by-step process. 

le4 
This Guideline does not provide 
(a) a legal definition or specification for risk management; 
(b) a necessary basis for qualifying for insurance, a monetary loan, or other financial considerations; or 
(c) specific technical tools for risk analysis, evaluation, and control. 
Note: CSA has developed guidance documents to address risk analysis (CSA Standard CAN/CSA-Q634) and 
environmental risk assessment (CSA Stundord 2763). 

2 October 1997 
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Risk Manaqernent: Guideline for Decision-Makers 

2. Definitions and Reference Publications 
2.1 Definitions 
The following definitions apply in this Guideline: 

Decision-maker - a person or group with the power or authority to make decisions. 

Dialogue - a process for two-way communication that fosters shared understanding. It is supported 
by information. 

Hazard - a source of potential harm, or a situation with a potential for causing harm, in terms of 
human injury; damage to health, property, the environment, and other things of value; or some 
com bination of these. 

Hazard identification - the process of recognizing that a hazard exists and defining its 
characteristics. 

Loss - an injury or damage to health, property, the environment, or something else of value. 

Organization - a company, corporation, firm, enterprise, or institution, or part thereof, whether 
incorporated or not, public or private, that has i ts  own functions and administration. 

Residual risk - the risk remaining after all risk controi strategies have been applied. 

Risk - the chance of injury or loss as defined as a measure of the probability and severity of an 
adverse effect to health, property, the environment, or other things of value. 

Risk analysis - the systematic use of information to identify hazards and to estimate the chance for, 
and severity of, injury or loss to individuals or populations, property, the environment, or other things 
of value. 

Risk assessment - the overall process of risk analysis and risk evaluation. 

Risk communication - any two-way communication between stakeholders about the existence, 
nature, form, severity, or acceptability of risk. 

Risk control option - an action intended to reduce the frequency and/or severity of injury or loss, 
including a decision not to pursue the activity. 

Risk control strategy - a program which may include the application of several risk control options. 

Risk estimation -the activity of estimating the frequency or probability and consequence of risk 
scenarios, including a consideration of the uncertainty of the estimates. 

Risk evaluation - the process by which risks are examined in terms of costs and benefits, and 
evaluated in terms of acceptability of risk considering the needs, issues, and concerns of stakeholders. 

Risk information library - a collection of all information developed through the risk management 
process. This includes information on the risks, decisions, stakeholder views, etc. 

Risk management - the systematic application of management policies, procedures, and practices 
to the tasks of analyzing, evaluating, controlling, and communicating about risk issues. 

Risk perception - the significance assigned to risks by stakeholders. This perception is derived from 
the stakeholders' expressed needs, issues, and concerns. 

Risk scenarlo - a defined sequence of events with an associated frequency and consequences. 

Stakeholder - any individual, group, or organization able to affect, be affected by, or believe it might 
be affected by, a decision or activity. The decision-maker(s) is a stakeholder. 
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2.2 Reference Publications 
This Guideline refers to the following publications, and where such reference is made it shoujd be to 
the edition listed below: 

CSA Standards 

Quality Management and Quality System Elements - Parf 7 : Guidelines; 

Risk Analysis Requirements ond Guidelines; 

CAN/CSA-IS0 9004-1 -94, 

CANICSA-46 34-9 1 I 

Z 76 3-9 6, 
Introduction to Environmental Risk Assessment Studies; 

2764-96, 
A Guide to Public Involvement. 

IEC Standard 
IECDC 56 (Sec.) 41 0, 
Guidelines for the Risk Analysis of Technological Systems, 7 995. 

Other Publications 
Health Canada. 1993. Health-Risk Perception in Canada. Minister of Supply and Services Canada. 

Krewski, D., Slovic, P., Bartlett, S., Flynn, J., and Mertz, C.K. 1995. Health risk perception in Canada 1: 
Rating hazards, sources of information and responsibility for health protection. Human and Ecological 
Risk Assessment, Vol. 1 (2), 1 1 7-1 32. 

Slovic, P., Malmfors, T., Krewski, D., Mertz, C.K., Neil, N., and Bartlett, S. 1995. Intuitive toxicology I I .  
Expert and lay judgments of chemical risks in Canada. Risk Analysis, Vol. 15(6), 661-675. 

*International Electrotechnical Commission. 
Note: See also Appendix A, Bibliography. 

3. Risk Management Decision Process 
3.1 Steps 
The decision-making process described in this Guideline consists of six steps that follow a standardized 
management or systems analysis approach as summarized in Figures 1 to 3. Each step in the process is 
separated by a decision diamond (see Figure 4). It should be noted that the process is iterative, and 
one can return to previous steps a t  any time throughout the process. 

4 October I997 

C
o

m
m

ittee M
em

b
er's C

o
p

y O
n

ly. D
istrib

u
tio

n
 P

ro
h

ib
ited

.



Risk Management: Guideline for Decision-Makers 

Note: Risk communication with stakeholders is an important pod of each step in the decision process. 

Figure 1 
Steps in the Q850 Risk Management Decision-Making Process 
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I 

Risk 
Management 

Note: Risk communication with stakeholders is an important pat? of each step in the decision process. 

Figure 2 
Steps in the Q850 Risk Management Decision-Making 

Process - Simple Model 

6 October 1997 

C
o

m
m

ittee M
em

b
er's C

o
p

y O
n

ly. D
istrib

u
tio

n
 P

ro
h

ib
ited

.



Risk Management: Guideline for Decision-Makers 

#Define methodology for estimating frequency and consequences. 

*Refine Stakeholder Analysis through dialogue. 

Note: Risk communication with stakeholders is an important part of euch step in the decision process. 

Figure 3 
Steps in the QSSO Risk Management Decision-Making 

Process - Detailed Model 
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3.2 Benefits 
There are significant benefits to using this decision process to deal with risk issues: 
(a) The explicit consideration of risk helps decision-makers avoid costly losses. 
(b) The risk management process provides a comprehensive, systems approach to the analysis of issues, 
which aids in ensuring that all aspects of the risk problem are identified and considered when making 
decisions. 
(c) The 4850 approach incorporates stakeholder perceptions of the acceptability of the risk into the 
decision process, providing for more informed decision-making and ensuring that the legitimate 
interests of all affected stakeholders are considered. Q850 incorporates a risk communication 
framework into the decision process, ensuring reasonable and effective communication among 
stakeholders. 
(d) The use of a documented and transparent approach to decision-making provides the 
decision-maker(s) with a solid defense in support of decisions. 
(e) A well-documented decision process makes decisions easier to explain and encourages the decision- 
maker to explore the rationale for decisions. 
(9 Q850 provides a standardized set of terminology used to describe risk issues, thus contributing to 
better communication about risk issues. 
(9) The use of a comprehensive risk management process can provide significant savings in time and 
money. 
(h) The 4850 process provides for an explicit treatment of uncertainty. 

3.3 Decisions 
3.3.1 Decision Diamond 
Decisions between steps in the process are represented in the 4850 Model by a decision diamond, 
which has three potential outcomes: End, Go back, or Next step and/or take action (see Figure 4). 

Next step andlor 
take action 

I Evaluation Risk I 
Figure 4 

Decision Diamond 

3.3.2 End 
The decision to end recognizes that the risk management decision process need not be pursued further. 
The process can be ended for a number of reasons: 
(a) concerns about the risk no longer exist; 
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(b) all associated risks are considered acceptable by stakeholders; 
(c) the existing controls are deemed to be sufficient and the residual risk is considered to  be 
acceptable; or 
(d) the activity generating the risk issue(s) is abandoned. 

3.3.3 G o  Back 
This decision to go back provides for the repetition of one (or more) previous steps in order to improve 
the accuracy and completeness of the information in the risk information library. The risk management 
process is iterative, in that the team can return to previous steps at any time to improve the accuracy of 
data and assumptions. This process provides for continuous improvement. 

3.3.4 Next Step and/or Take Action 
This decision involves proceeding to the next step in the process and/or taking immediate action. 
Immediate action may be necessary in emergencies where timing is critical. In such cases, the 
decision-maker may not go through all of the steps in a formal manner, but the steps must be reviewed 
sufficiently to determine that an emergency exists and that particular actions are necessay. The 
analysis process may continue as emergency actions are being taken. 

action with little formal analysis. 
If risk issues are straightforward and solutions evident, then one may also proceed immediately to 

3.4 Introduction to the Risk Communication Process 
3.4.1 Dialogue 
At the earliest stages in the risk management decision process, it is  important for the team to begin to 
develop a risk communication process. Communication efforts must be based on dialogue, rather than 
on a one-way flow of information from decision-maker to outside stakeholder. This dialogue may take 
place through telephone conversations, group meetings, open houses, advisory boards, etc. To initiate 
the dialogue process, the risk management team should distribute a statement to potential stakeholders 
describing the problem or opportunity, the identified issues, the decision-maker(s), the process to be 
used for the analyses (Q850), the timing, and instructions on how to participate. 

be dealt with throughout the decision process, and ensure that all key stakeholders have been 
ide n ti fied . 

Validation of the team‘s hypothesis through face-to-face dialogue will save the team considerable 
time and effort over the long run. It may also prevent the team from excluding a stakeholder with an 
important perspective that could significantly atter the outcome of the process positively or negatively. 
A dialogue process, such as an advisory panel with employees, members of the community, or a group 
representing broad national interests, may be of benefit, but other strategies such as phone interviews, 
one-on-one interviews, and others, could also be used. 

At the early stage@) in the decision process, the purpose of the dialogue is to validate the issues to 

3.4.2 Mix of Stakeholders 
Throughout the risk management decision process, the mix of stakeholders may change. New 
stakeholders may join and wish to be included, while others may drop out of the process. 
Consequently, the stakeholder dialogue process should be continuous and, as such, has been included 
as an integral part of this risk management decision process. 

3.4.3 Level of Stakeholder Concern 
The level of stakeholder concern may change in response to new information, either because the 
stakeholder’s needs and concerns have been addressed, or because the new information has given rise 
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to new needs, issues, and concerns. Both possibilities should be considered in advance and factored 
into the risk management team‘s communication strategy. 
Note: It is valid and legitimate for different stakeholders to have different opinions and different levels of knowledge 
regarding a patticular issue. Care must be taken to balance these fegitimate interests while avoiding involvement of 
those who would use the process as a forum for other purposes. See also CSA Standard Z764 for specific guidance on 
stakeholder identification. 

3.4.4 Stakeholder Analysis 
A stakeholder analysis is  an integral part of the risk communication process (see atso Clause 5.4). The 
purpose of this analysis is t o  provide the decision-maker with a documented profile of stakeholders so 
as to better aid in addressing their needs, issues, and concerns. It should be noted that as a 
stakeholder, the decision-maker is also included in the stakeholder analysis; that is, information related 
to the needs, issues, and concerns of the decision-maker’s organization is also documented here. 

The stakeholder analysis also provides the basis for the development of messages that the decision- 
maker may wish to deliver to other stakeholders as part of the communication process. 

Unlike other elements of the risk communication process, the purpose of the stakeholder analysis is 
to provide the decision-maker with information rather than to pursue a sharing of information among 
stakeholders. The information captured through the stakeholder analysis may or may not be shared 
with other stakeholders, depending on such issues as the uncertainty of the information a t  this time 
and/or the need to keep it confidential a t  this early stage. 

3.5 Documentation 
There may be a need for extensive documentation throughout the risk management process. On the 
other hand, documentation requirements may be modest if the issues under discussion are relatively 
inconsequential. Documentation 
(a) aids in explaining decisions; 
(b) aids in defending decisions after they have been made; 
(c) provides a reference for future risk management processes so as to facilitate continuous 
i m prove men t; 
(d) provides for the monitoring function (see Clause 9.4); 
(e) provides the basis for all decisions, in that all decisions are based on information; 
(9 provides a record of proceedings; and 
(9) aids in communicating reasons for decisions to stakeholders. 

litigation. However, the need for documentation should reflect the importance (to stakeholders) of the 
risk decisions to be made, the level of concern regarding these issues, and/or the resources available to 
the decision-maker. Reasonable efforts should be made to document the process without generating 
excessive paperwork. 

a lack of docurnentation may generate serious problems for the organization. As such, the amount of 
documentation to be provided should be a matter of serious consideration on the part of the 
decision-maker. While decision-makers are cautioned against being secretive, some information may 
need to remain Confidential. 

It may be critical that documentation be detailed and comprehensive, as in cases of possible 

Documentation may provide the organization with an important resource for future decisions, just as 

4. Initiation 
4.1 General 
The purpose of this step is t o  establish the administrative details of the process. In this step, issues are 
identified, the risk management team is established, and the process of identifying stakeholders is begun. 
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The initiation step links the decision-maker and the risk management process in terms of time frame, 
reporting requirements, resources for the process, etc. 

4.2 Defining the Problem or Opportunity and the Associated Risk 
Issues 
The initiation step first involves defining the problem or opportunity and the associated risk issues. This 
is often the most difficult step in the process. It is also fundamentally the most important. 

(a) a periodic safety review; 
(b) monitoring of the system (including the effects of previous decisions); 
(c) an emergency or incident; 
(d) a public complaint; 
(e) other decisions, changes, or modifications to the operations of the organization; 
(9 the introduction of new regulations affecting the operations of the organization; and 
(9) any number of internal or external events, including operational changes. 

one a t  a time. There is often a need to prioritize issues. 

issues may arise, issues may dissolve, or priorities may change. 

validate or define the scope of the issues. Decision-makers in an organization often perceive the 
importance of an issue differently from external stakeholders. 

Obviously it is not necessary to involve all outside stakeholders in the validation of every identified 
issue. However, the greater the effect of a decision on stakeholders, the greater their concern, and the 
greater their involvement in the decision process should be. As well, greater stakeholder involvement 
may be necessary when dealing with more complex issues in order to better explain the resulting 
decision or decisions. 

The risk management process may be initiated for a number of reasons, including 

To avoid confusion, issues must be specifically defined and documented, and should be dealt with 

Issues may change throughout the decision process as more information becomes available. New 

Depending on the situation, it may be beneficial to consult with stakeholders during this stage to 

Reasonable efforts should be made to ensure that  all key issues are identified. 

4.3 Identifying the Risk Management Team 
The role of the risk management team is to provide technical expertise and advice to the decision- 
maker. The team provides the technical ability necessary for acquiring and evaluating information for 
making acceptable and informed decisions. As such, the team must have, or have access to, the 
knowledge bases needed to resolve issues. The team guides the process through to i ts  termination. 

Often the best approach is to include a multidisciplinary group of experts, and perhaps some key 
stakeholders, who have specific knowledge and experience of the issues a t  hand. For instance, the 
team could include technical, communications, legal, and financial experts from within the 
organization, Team members may also come from outside the organization. For example, in decisions 
involving large amounts of money, the organization’s bankers may play a role. Members of other key 
stakeholder groups, such as environmentalists, consumer groups, and customers, may be involved in 
advising the decision-maker about how these issues may be perceived by stakeholders outside the 
organization. Because of the importance of communicating with stakeholders, it is recommended that 
a risk communication specialist be a part of the risk management team. 

The risk management team should be prepared to change its composition as necessary throughout 
the decision process. For instance, technical experts may be involved in the risk estimation stage, while 
economists may play a role in analyzing and evaluating control strategies. There should, however, be a 
core team to maintain continuity throughout the process, with ad hoc members or advisors 
participating as needed. Careful documentation of team decisions in the risk information library is 
important for maintaining continuity throughout the process as team membership changes. 
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It is necessary that the right people with the right knowledge are on the risk management team. It 
is also necessary that all points of view are either represented on the team or are accessible to them. 

4.4 Assigning Responsibility, Authority, and Resources 
It is important to provide the risk management team with both the authority to do its job and the 
resources necessary for accomplishing its objectives. If the process fails, it is often because one or both 
of these prerequisites is missing. 

4.5 Identifying Potential Stakeholders 
4.5.1 Definition of Stakeholder 
This Guideline defines a stakeholder as anyone who can affect, is affected by, or believes he/she might 
be affected by, a decision or activity. 

following: 
(a) decision-maker@); 
(b) individuals who are, or perceive themselves to be, directly affected by the decision; 
(c) individuals inside the organization, such as employees (union and salaried), management, and 
senior ma n a g erne n t; 
(d) partners in the decision, such as the financial institutions involved, insurance and inspection 
agen ci es, standards org a niza ti ons, and tech nica I societies; 
(e) regulators and other government agencies that have authority over activities; 
(9 politicians (municipal, provincial, and/or federal) who may not have a direct stake in the issue but 
will want to be kept informed; 
(9) non-government organizations (NGOs), including environmental, public interest, consumer, and 
civil liberty groups; 
(h) the media (local, provincial, and/or national) who are likely both stakeholders and conduits of 
information to other stakeholders; and 
(i) individuals or groups who are interested in issues related to the decision. 

Stakeholders exist both inside and outside the organization and may include some or all of the 

4.5.2 List of Stakeholders 
The risk management team should begin by hypothesizing who might be affected by the activity, and 
the risk associated with the activity. The team should draft a preliminary list of stakeholders including 
all of those persons or Organizations who 
(a) are affected, or believe they might be affected, by the activity itself, by the risks associated with the 
activity, and/or by decisions related to the management of those risks; 
(b) have the right, or believe they have the right, to participate in the decision-making process; 
(c) can affect the decisions; and 
(d) could influence those who are affected or might perceive themselves to be affected by the activity 
itself, by the risks associated with the activity, and/or by decisions related to the management of those 
risks. 

As the team begins to list its stakeholders, it is critical to think as broadly as possible and to include 
parties both inside and outside the organization. Dialogue with identified stakeholders can aid in 
identifying new stakeholders. 

4.6 Risk Communication Considerations 
The following should be undertaken as part of the overall risk communication process: 
(a) identify potentia I sta kehol den; 
(b) perform a stakeholder analysis; and 
(c) begin to develop the risk communication strategy. 

12 October 'I 997 

C
o

m
m

ittee M
em

b
er's C

o
p

y O
n

ly. D
istrib

u
tio

n
 P

ro
h

ib
ited

.



Risk Management: Guideline for Decision-Makers 

4.7 Decisions to be Made 
The following are decisions that should be made a t  this step in the decision process: 
(a) Who are the team members, what are their responsibilities, and what authority do they Rave? 
(6) What issues will be dealt with during the decision process? 
(c) What level of resources is to be dedicated to the process? 
(d) Which stakeholders are to be included? 

4.8 Documentation Requirements 
The following should be documented a t  this step in the decision process and posted to the risk 
information library (see Clause 5.5): 
(a) the problem or opportunity and the associated risk issue(s) that will be dealt with during the 
process, including details of any related assumptions that have been made; 
(b) a preliminary contact list of stakeholders identified by the risk management team; 
(c) an action register detailing the responsibilities of tRe various team members, with time lines; and 
(d) details of the authority that has been delegated to the risk management team. 

5. Preliminary Analysis 
5.1 General 
The purpose of a preliminary analysis is to define the basic dimensions of the risk problem and then 
undertake an analysis and evaluation of potential risks. 

(a) A situation exists and action should be taken immediately. 
Sometimes the risks are such that immediate action is necessary even though all the critical information 
might not be available to the decision-maker. This situation occurred in Canada when several people 
were taken ill and died from eating east coast mussels. In view of the severity of the consequences, it 
was decided to exercise prudent avoidance by immediately removing all mussels from retail shelves 
prior to any detailed analysis of what types of mussels might be causing the problem. The detailed 
scientific analyses continued while the mussels were being recalled so that longer-term solutions could 
be developed. 

analysis may not offer any new solution. For example, if an accident occurs and the preliminary 
investigation reveals that a standard safety control such as a traffic light, sprinkler system, or fire escape 
would prevent further accidents of this type, immediate action may be taken to provide the missing 
safety control. However, there is still the possibility that additional controls are needed, and the risk 
management process may continue to analyze and evaluate additional controls. 
(b) There is  a need to undertake a more detailed anaIysis before taking any action. 
This is the decision made most often in dealing with risk issues. Without a detailed analysis, there may 
be insufficient information upon which to base important decisions. 
(c) The analysis should be ended here, as it has been determined the risk is not an Issue. 
Sometimes what was once thought to be an issue is no longer. For example, the issue might disappear 
if original information or preliminary assumptions were proven wrong. 

money, and public concern. 

The preliminary analysis will determine one of the following courses of action: 

Sometimes standardized, well-defined problems occur that have fixed solutions, where detailed 

Involving outside stakeholders early in the decision process may lead to this conclusion, saving time, 

5.2 Defining the Scope of the Decision(s) 
The decision-maker and risk management team determine the scope of the decisions to be made with 
due regard for the needs, issues, and concerns of the stakeholders. The purpose of specifically defining 
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the scope of the decisions is to reduce any confusion which may arise if the team attempts to dea 
several issues a t  a time, with no distinctions among these issues. 

The definition of the scope should include descriptions of 
(a) the activity presenting the opportunity or problem; 
(b) the possible risks associated with the activity; 
(c) the decisions that have to be made, the criteria for these decisions, and the decision-makers; 
(d) stakeholders who might affect or be affected by these decisions; and 
(e) any assumptions and constraints governing the decisions. 

The decision-maker should anticipate that the problem or opportunity may extend beyond the 

with 

initially determined scope of the decision framework and that new stakeholders may make themselves 
known throughout the process. 

5.3 Identifying Hazards Using Risk Scenarios 
5.3.1 Rhk Scenarios 
A risk scenario is defined as a sequence of events with an associated frequency and consequence. This 
sequence of events includes the hazard (that which generates the potential loss) and the potential 
consequences this hazard may generate. For example, an ice storm (hazard) may result in icy sidewalks 
(a new hazard resulting from the ice storm). These icy sidewalks pose a risk to individuals who may slip 
and injure themselves. They may slip and fall; the consequences are the injuries they may sustain. 

In another example, an earthquake may lead to a failure of a tailings dam, which results in the 
release of toxic liquids into a drinking water supply, which in turn may lead to health problems if the 
water is ingested. The original hazard (earthquake) generated a new hazard (a polluted water supply). 
The polluted water has the potential to cause health problems (consequences) to those who drink it. 

The risk scenarios may be simple or quite complicated. They are similar in that they all embody a 
hazard with the potential to generate a risk. The hazard may not actually cause a loss (for example, the 
icy sidewalk could be sanded before anyone walked on it, or people might not drink the polluted 
water), but the potential is there. 

The consequences of the hazard result from exposure to the hazard, not just its existence, and the 
consequences are a function of the level of exposure to the identified hazard. For example, there 
would be lower consequences if fewer people drank the polluted water, or if the water’s toxicity were 
lower, and greater consequences if more people drank the water, or its toxicity were higher. 

5.3.2 Types of Hazard 
Four general types of hazard generate risks: 
(a) natural hazards such as floods, wind storms, earthquakes, biological hazards, and other natural 
phenomena; 
(b) economic hazards such as inflation, depression, and changes in tax levies; 
(c) technical hazards such as system or equipment failure, fire, explosion, obsolescence, and air 
pollution; and 
(d) human hazards such as errors or omissions by poorly trained employees, or acts of sabotage or 
terrorism. 

5.3.3 Types of Loss 
These four types of hazard have the capability of generating seven different types of loss: 
(a) health losses include death and injury, sometimes referred to as mortality (death) and morbidity 
(i n j u ry); 
(b) property losses include losses of real or tangible property (buildings, vehicles, etc) and intangible 
property (trade secrets, goodwill); 
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(c) net income losses are any losses that lead to an increase in costs or a reduction in revenues. If an 
organization loses the services of a key supplier, it may have to pay more to acquire the same level of 
service from a different supplier (increased costs). If a fire damages a production facility, the resulting 
loss of production may mean reduced revenues for the organization; 
(d) a liability ioss results when an Organization is sued for an alleged breach of a legal duty, regardless 
of the merit of the suit. The organization must defend itself, even if it has done no wrong. Liability 
losses are capable of destroying or crippling even the largest organization; 
(e) a personnel loss results any time an organization loses the services of a key employee. It may need 
to hire new staff, a t  higher wages, or the loss may simply result from lost productivity until the new 
em ployee(s) is properly trained; 
(9 environmental losses (negative impact on land, air, water, flora, or fauna); and 
(9) any of the above may also generate a loss of reputation or status. 

5.3.4 Hazard Identification 
Hazard identification can be summarized in terms of the foilowing three subtasks: 
(a) structured and comprehensive consideration of known sources of hazard or initiating events, usually 
identified by reviewing past accidents and losses; 
(b) brainstorming by a team that understands all aspects of the system under consideration. Led by a 
team leader, this includes following the structured list of hazards to identify how a hazard might lead to 
a risk; and 
(c) a preliminary assignment of frequency and consequence to the risk scenarios. This assignment is 
useful in assisting the decision-maker in selecting those scenarios to be analyzed further in risk 
estimation (for action or for a more detailed estimation of frequency and consequence) and those risk 
scenarios to be set aside (end decision). In addition, the decision may be to go back to the initiation 
stage and redefine the issues or the system under consideration. 

5.3.5 Identification of Risk Scenarios 
Risk scenarios may be identified using a variety of means*, including 
(a) failure modes and effects analysis (FMEA); 
(b) analysis of historical accident data, utilizing the experience of other similar organizations and 
insurance reports; 
(c) fault-tree analysis; 
(d) event-tree analysis; 
(e) hazard and operational studies (HAZOP)"; 
(9 professional judgement (of internal and external experts); and 
(9) personal observation (eg, through taking a walk around the site). 
*The reader should refer to CSA Standard CAN/CSA-Q634 for additional details regarding means of hazard identification 
or hazard and operational studies. 

5.3.6 Example 
Consider, for example, the risks associated with the construction of a large bridge. The list of hazards 
might be structured by listing all the hazards under the four major categories: natural (wind, ice, 
earthquakes, corrosion, etc); economic (insufficient funds, ieading to the use of lower-quality materials, 
etc); technical (design flaws, etc); and human factors (overloads not prevented, sabotage, ship collision 
with piers, etc). As well, the structured list would identify the parts of the bridge (piers, structure, deck, 
railings, foundations, toll booths, etc) and, for each part, the team would consider each of its 
component elements and identify all imaginable risk scenarios. This method is called FMEA (failure 
mode and effect analysis). 
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5.3.7 Major Contributors to fisk 
Care should be taken to ensure that the list of hazards includes items such as failure of management to 
have adequate change management procedures; lack of supervisory follow-up when process failures 
occur; the lack of an accident investigation protocol within the organization, etc. Comprehensive 
investigations of major industrial accidents have identified these types of hazards as major contri butors 
to risk. 

5.3.8 Other Issues 
Because most systems are quite complex, it is  possible that not all risk scenarios will be identified. 
There will usually be some scenarios that will only be identified following an accident (for example, the 
failure of the land use controls that led to a large resident population in the buffer zone around the 
chemical plant in Bhopal, India). Hazard identification is uncertain in that some risk scenarios may not 
be identified. 

The brainstorming may be assisted by fault-tree or event-tree approaches that help people think of 
ways that a known failure might occur. For example, one concern about the storage of hydrocarbons is 
release and ignition. A fault-tree analysis can be used to help people think about how a release might 
occur and also how a release might be ignited. 

Some industries use well-developed methods of hazard identification based on extensive experience, 
validated by the consideration of historical events. HAZOP (HAZard and Operability studies) has been 
used by the chemical process industry for over 25 years. During a HAZOP, each stage (or physical 
element) of the process is analyzed in turn, and then modified to identify what might happen as a 
result of the process modification. Risk scenarios are developed by studying what might happen with 
more heat, less heat, no heat, more pressure, less pressure, etc. 

Once a pathway from a hazard to a risk is identified as a risk scenario, the team, in a structured 
comparative approach, assigns each risk scenario an initial frequency and consequence. 

It should be noted that, a t  the hazard identification step, scenarios could be defined that are in 
violation of regulatory or organizational standards. These may require immediate corrective action. 
One of the advantages of the preliminary analysis step is being able to react immediately to address a 
risk. 

After the preliminary analysis step, the list of risk scenarios forms the accounting framework for the 
remainder of the risk management process. Each scenario is a sort of accounting line item; summed 
together, these items define the total risk. 

5.4 Beginning Stakeholder Analysis 
The stakeholder analysis provides the decision-maker with a profile of stakeholders. This is a critical part 
of the risk management decision process, as it helps to identify stakeholders and stakeholders' needs, 
issues, and concerns. The stakeholder analysis is also critical to the risk management team's risk 
communication strategy, as it forms the basis upon which communication processes, messages, and 
tools are determined. 

Using the stakeholder list identified in Clause 4.5, the risk management team, possibly with the 
addition of other experts in community relations, government affairs, communications, etc, should 
begin to create the foundation for the stakeholder analysis. At this stage in the decision process, the 
analysis will be based on supposition. As the decision process progresses, hypotheses will be validated 
through dialogue with the identified stakeholders. 

The following information is  useful to hypothesize and document for each stakeholder group. It may 
be beneficial to capture this information in a matrix for ease of analysis: 
(a) the identification of potential stakeholders (beginning with the list identified in Clause 4.5 and 
including the names of the key people and their phone numbers); 
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(b) a hypothesis of stakeholders’ background, culture, or values that might underlie their needs, issues, 
and concerns or affect their decisions; 
(c) a hypothesis of whether stakeholders are actually a t  risk as a result of the activity or potential 
decision; 
(d) a hypothesis of whether stakeholders perceive themseives to be a t  risk; 
(e) a hypothesis of the level of stakeholder interest in the issue(s); 
(9 a hypothesis of stakeholder needs, issues, and concerns related to the activity and i ts  associated 
risks; 
(9) a hypothesis of the current level of knowledge of stakeholders with respect to the issues a t  Rand; 
(h) a hypothesis of any significant knowledge gaps and/or misconceptions stakeholders might have; 
(i) a hypothesis of whom stakeholders might trust to provide them with information about the risks; 
and 
(j) a hypothesis of the types of communication processes stakeholders might trust (ie, community 
town hall meetings, open houses, one-on-one visits). 

This stakeholder information should be thoroughly documented. The team should revise this 
document throughout the process as it learns more about stakeholders and as stakeholders in turn gain 
more information. Throughout the risk management process, this stakeholder information will be 
verified through investigation and dialogue. It should be noted that the decision-maker is also a 
stakeholder and it can be beneficial to undertake a stakeholder analysis of the decision-maker‘s 
organization. Obviously, not all of the information required for outside stakeholder analysis is needed 
for a stakeholder analysis of the decision-maker organization, but some information may be beneficial 
to capture, including: 
(a) the organization‘s needs, issues, and concerns, including the organization’s basic values and 
objectives; 
(b) the current level of knowledge within the organization about the risks and about other stakeholders 
and any knowledge gaps; and 
(c) other relevant information that may aid in informing other stakeholders of the organization’s 
position as related to the issues under discussion. 

organization itself. This can result in more objective results. 
It may be beneficial to have some outside party undertake the stakeholder analysis of the 

5.5 Starting the Risk Information Library 
At this point, the structure for the risk information library is initiated. Throughout the risk management 
process, this structure is further developed as additional information is incorporated into the risk 
information library. 

decisions, including the reason for the decisions themselves. Not only is this information necessary for 
making informed decisions, but it is also necessary so the decision-maker can later explain and defend 
his or her decisions. This information is also criticai for effective monitoring of the risk management 
program after decisions have been made and after risk control strategies have been implemented. 

(a) documentation of issues related to the problem or opportunity; 
(b) scope of decisions to be made; 
(c) identification of roles and responsibilities of the risk management team; 
(d) identification of decision-ma kers; 
(e) details of all analyses undertaken throughout the decision process, including all assumptions used in 
these analyses; the results of the analyses; and the uncertainties associated with the results; 
(9 all stakeholder analyses; 
(9) all decisions, assumptions, and the reasons for these decisions; 

The risk information library contains all the information necessary for making risk management 

The risk information library will include such information as 
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(h) minutes of all consultations with stakeholders, including any questions that arose and any feedback 
from stakeholders; and 
(i) any other information necessary for making decisions and monitoring the program. 

Throughout the decision process information will be added to the risk information library. As well, 
some elements contained in the information library may change (for example, stakeholder concerns). 
Thorough documentation is necessary to track these changes accurately. 

It should be recognized that some of the information contained in the information library may be 
confidential to the organization or to other stakeholders. Measures to ensure this confidentiality must 
be taken. 

5.6 Risk Communication Considerations 
The following should be undertaken as part of the overall risk communication process: 
(a) identifying potential stakeholders; 
(b) initiating the hypothesized stakeholder analysis; 
(c) verifying, through dialogue with stakeholders,. the issues and identified scenarios; 
(d) identifying potential situations requiring immediate emergency action; and 
(e) communicating decisions on risk scenarios abandoned and those kept for further analysis. 

5.7 Decisions to be Made 
The following are decisions that should be made a t  this step in the decision process. For the most part, 
these decisions relate to the scenarios. 
(a) End 

(i) Are the identified issue(s) valid? If there is no issue of concern to stakeholders, end the 
process. 

(ii) Are the identified scenarios valid? If there are no reasonable scenarios, there may be no risk(s). 
(iii) Should the process be ended with respect to a particular scenario, perhaps because of 

extremely low probability or consequence? 
(b) Coback 

introduce a new issue(s). 

to return to the Initiation step to redefine the team. 
(c) Next step/Take action 

(i) Are the identified issue(s) valid? There may be a need to return to the Initiation step to 

(ii) Are those identified for the risk management team the correct persons? There may be a need 

(i) Which of the identified risks require further analysis? 
(ii) Should immediate action be taken a t  this time? 
(iii) What will be the scope of the decisions to be made? 
(iv) What are the objectives of the analyses? 
(v) How detailed should further analyses be (preliminary, detailed, cursory)? 
(vi) Have adequate communications with stakeholders been initiated? There may be a need to 

(vii) Which stakeholders or stakeholder groups will be analyzed under the stakeholder analysis? 
(viii) What stakeholder information should be included in the stakeholder analysis? 
(ix) What levels of confidentiality should be associated with the risk information library, and who 

include some stakeholders as risk management team members. 

will be responsible for ensuring this confidentiality? 

5.8 Documentation Requirements 
The following matters should be documented a t  this step in the decision process and posted to the risk 
information library: 
(a) detailed specification of each verified issue; 
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(b) details related to each scenario, including related assumptions and the resources used in developing 
the scenarios: experts, data sources, publications, etc; 
(c) details of any analyses undertaken with respect to scenarios, including related assumptions and 
uncertainties; 
(d) updated stakeholder analyses; 
(e) any other risk communications; 
(9 details of any protocol with respect to maintaining confidentiality of information; and 
(9) details related to any decisions taken, including reasons for abandoning scenarios, reasons for any 
further analysis and documentation of decisions related to decided upon levels of analysis. 

6,  Risk Estimation 
6.1 General 
In this step of the decision process the frequency and consequences associated with each risk scenario 
selected for analysis are estimated. A detailed description of a framework for risk estimation can be 
found in CSA Standard CAN/CSA-Q634. 

6.2 Defining Methods for Estimating Frequency and Consequences 
6.2.1 Identifying Methods 
The first step in this process is to identify the method or methods that will be used for any analyses. 
For example, will the estimates be based on historical data, models, professional judgement, or a 
combination of methods? Will an established scientific or statistical protocol be followed? It is 
necessary to explicitly define these applied methods to avoid conflict between technical experts and 
laypersons when judging the technical merit of the results. The choice of method will reflect the 
accuracy needed, cost, available data, the level of expertise on the team, and the acceptability of the 
met hod to stake hol de rs. 

It is  essential that technical experts clearly explain the methods that will be used in the technical 
analyses. It is not necessary that laypersons understand these methods in detail, as long as they know 
that they can have the analyses reproduced and vetted by their own experts. The process should be 
open and transparent a t  all times to build trust between decision-makers and other stakeholders, and 
confidence in the results. 

6.2.2 Third-party Review 
Having technical analyses reviewed and validated by trusted outside experts lends further credibility to 
the results. Universities and government agencies tend to be trusted because of the public perception 
that they are independent and, therefore, unbiased. It is important for the decision-maker to 
understand whom stakeholders trust vis-&vis the particular issue being considered. This is 
accomplished through dialogue with stakeholders and is an important component of the stakeholder 
analysis. 

It is recommended that a format third-party review be used to confirm the integrity of the analysis 
process. This review can be accomplished using internal or external resources, depending on the 
situation, but not by the analysts themselves. For example, it can save the organization embarrassment 
if analyses are vetted internally for accuracy prior to the information being given to outside 
stakeholders. It may also be necessary to have the analyses vetted by some credible external body as a 
matter of policy (good science through peer review), but especially if trust is an issue for stakeholders. 
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6.2.3 Validation 
Validation should include the following steps: 
(a) checking that the scope is appropriate for the stated objectives; 
(b) reviewing all critical assumptions and ensuring that they are credible in light of available 
information; 
(c) ensuring that the analysts use appropriate models, methods, and data; 
(d) checking that the analysis is reproducible by personnel other than the original analyst(s); 
(e) checking that the analysis is not sensitive to the way data or results are formatted; and 
(9 checking to ensure that all assumptions and uncertainties (see Appendix B) associated with the 
estimation process have been acknowledged and documented. 

Analysts should ensure that all analyses and methods employed by technical experts are fully 
documented and explained. A distinction should be made between estimations based on related 
historical data and those based on derived models. 

6.3 Estimating Frequency of Msk Scenarios 
The purpose of frequency analysis is to determine how often a particular scenario might be expected to 
occur over a specified period of time. These estimates are often based on historical data, where 
judgements about the future are based on what has occurred in the past. If there are no relevant 
historical data available, or if these data are sparser other methods such as fault-tree, or event-tree 
analysis, or other mathematical or econometric models may be used. Estimates may also be based on 
expert experience and judgement. Most often, frequency estimates are based on a Combination of 
these methods. 

What usually results from this analysis is an expected range of frequencies with some estimate of 
uncertainty, rather than a single number. 

6.4 Estimating Consequences of Risk Scenarios 
6.4.1 Measuring Consequences 
Consequence analysis involves estimating the impact of various scenarios on everyone and everything 
affected by the activity. The impact of the consequence on the needs, issues, and concerns of 
stakeholders is  the consideration, and it should be noted that consequences can be both negative and 
positive. 

Consequences are often measured in financial terms, but they can also be measured by other factors: 
numbers of injuries or deaths, numbers of wildlife affected, impact on quality of life or on lifestyle! 
impact on an organization's reputation, and others. The benefit of measuring consequences in financial 
terms is that it provides a common measure (dollars) for comparing dissimilar conditions. Another 
strong benefit of using dollars is that it motivates decision-makers to take action. 

It should be noted that non-financial consequences, especially loss of reputation, can be much more 
damaging to a firm than initially thought. For example, if a drug manufacturer loses the trust of 
regulators or physicians, serious long-term consequences may include difficulties in attaining approvals 
for new products or marketing these products effectively. st is  important to try to quantify these types 
of consequences. 

There are numerous scientific and statistical methods available for making these estimates of 
frequency and consequence, and the literature associated with estimation technologies is extensive. It 
is recommended that the decision-maker employ a technical expert or experts familiar with these 
techniques. 

6.4.2 Presenting Frequency and Consequence Estimates 
Sometimes data resulting from frequency and consequence analyses are presented separately, but often 
the results are combined (multiplied together) in what is  termed the expected value of the loss. The 
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expected value of the loss is often used to compare one risk scenario to another and is also 
incorporated in the analysis of the benefits of risk control options (see Clause 8). The expected value of 
the loss can give some indication of how much should be spent on risk control to correct a situation. 
For example, if the expected loss is $1,000 per annum, it is probably not prudent to spend $1 0,000 per 
annum to reduce it. The expected value also provides a baseline from which to measure the 
performance of risk control strategies. One measures the change in expected value, brought about by 
control measures, and compares this change to the cost of implementing the control option. In this 
case, the change in expected value acts, in a benefitkost analysis, as a measure of the benefit of the 
risk control option. It is beneficial to include an economist on the team to perform these and other 
economic analyses. 

6.5 Refining Stakeholder Analysis through Dialogue 
In the preliminary analysis step in the decision processl a stakeholder analysis was initiated that 
hypothesized considerations such as the needs, issues, and concerns of stakeholders; their current 
knowledge; knowledge gaps; perceptions; and levels of trust. In following steps of the risk 
management process, these hypotheses are confirmed through dialogue with individual stakeholders or 
stakeholder groups, using techniques such as town hall meetings, focus groups, etc. Face-to-face 
dialogue with stakeholders helps ensure that the stakeholder analysis continues to present a true profile 
of stake holders. 

The considerations developed in the stakeholder analysis will likely change as more information 
becomes available to stakeholders and more input is  received from stakeholders. The risk estimation 
step in the risk management process contributes critical information to the decision-maker and to other 
stakeholders. This new information can significantly improve the level of knowledge of stakeholders, 
often changing their perceptions of the risks. 

It is extremely important that the stakeholder analysis be updated as new data become available, 
and as the decision-makers gain greater insight into the needs, issues, and concerns of stakeholders. 
The reason is  that the organization’s credibility with stakeholders results, to a large extent, from its 
communications with these stakeholders. 

6.6 Risk Communication Considerations 
As indicated above, the risk management decision process should be open and transparent to build 
trust between decision-maker and other stakeholders. If stakeholders trust the process, the conclusions 
and decisions resulting from any conclusions stand a much better chance of being accepted. 
Discovering what is, and is not, trusted by stakeholders is a significant benefit of the stakeholder 
analysis. 

and laypersons will often have vastly different levels of knowledge related to specific issues. There are 
often large uncertainties associated with estimating future frequencies or consequences - uncertainties 
that technical experts sometimes overlook or fail to acknowledge. And technical experts often disagree 
among themselves, decreasing the acceptability of the analyses in the eyes of laypersons. Technical 
experts can be secretive about their studies, especially when new technologies are being employed. 
This secrecy may be perceived by outside stakeholders as deceit, rather than the legitimate protection 
of proprietary information. Often decision-makers first complete the analysis and then advise 
stakeholders of the results. Because stakeholders have not been part of the process, these results are 
often rejected. 

For these reasons, and because of the inherent mistrust associated with things that are not well 
understood, there is  often conflict between laypersons and technical experts throughout the decision 
process, but especially a t  this step, risk estimation. As such, communication between the team and 
stakeholders is critical to ensure that stakeholders have access to relevant information and that this 
information is presented in a manner that they understand. 

Communication between experts and laypersons can be difficult for a number of reasons. Experts 
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Decision-makers should be aware that if stakeholder perceptions do not change in response to new 
and critical data, then perhaps there are problems with either the analysis process (for example, 
stakeholders do not trust the results) or the organization’s ability to communicate effectively. 

Communication efforts may be ineffective for a number of reasons. The information may not be 
relevant to stakeholders, it may not be perceived to be credible, or it may be too complex in scope 
and/or language. Stakeholders can and will accept new information if it is relevant to their needs, 
issues, and concerns - and if they understand it. 

(a) communicate with stakeholders about the methods that will be used to accomplish the analyses; 
(b) acknowledge any assumptions and uncertainties associated with the analyses; 
(c) advise stakeholders of the results of any analyses, including any third-party reviews of such; and 
(d) refine the stakeholder analysis through dialogue. 

The following should be undertaken as part of the overall risk communication process: 

6.7 Decisions to be Made 
There are some important decisions that should be made before proceeding to the next step in the risk 
management decision process, risk evaluation. These decisions relate primarily to adequacy of data, 
the methods used for the analyses, and the uncertainties associated with any analysis. 
(a) End 

(i) Are the risks much lower than initially estimated in the preliminary analysis such that there is 
no longer an issue of concern? If so, end the process here. 

(ii) Have stakeholder perceptions changed for other reasons, such that there is no longer an issue 
of concern? If so, end the process here. 
(b) Go back 

(i) Have new issues developed? If so, return to initiation. 
(ii) Should new scenarios be considered? If so, return to the Preliminary Analysis. 
(iii) Has the scope changed? If so, return to the Preliminary Analysis. 
(iv) Are the methods used in the analyses appropriate? If not, return and redo with different ones. 
(v) Are the data used in the analyses adequate, or should better data be acquired (at what cost)? 

If the data are inadequate, return, and redo the analyses using more suitable data. 
(vi) Are the results of the analyses considered reasonable? If not, return and redo, perhaps using 

different methods or different data. 
(vii) Is the level of uncertainty associated with the estimates considered acceptable, allowing for 

reasonable evaluation of the risks? If not, redo the analyses using better data or better techniques in an 
attempt to reduce the associated uncertainties. 

risk evaluation. Determine who the third parties should be (ie, should they be external or internal 
experts, and which third parties will stakeholders trust?) 

should be done? Perhaps there is a need to reconsider the issue(s), redefine the scope, do further 
analyses, etc. 
(c) Next step/Take action 

(viii) Should the analyses be reviewed by third-party experts? If so, review before proceeding with 

(ix) Have stakeholder perceptions changed in response to the analyses? If so, what, if anything, 

(i) Do the data indicate that immediate action should be taken? If so, what form of action? 
(ii) Are the results of the analyses considered acceptable for evaluating the risks in terms of the 

benefits of the activity and in terms of the needs, issues, and concerns of stakeholders? If so, go to the 
next step. 

and/or through surveys, and was this adequate? If not, is there a need to further consult with 
stakeholders prior to, or concurrent with, moving to risk evaluation? 

(iii) How was the information contained in the Stakeholder analysis refined, through dialogue 
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6.8 Documentation Requirements 
The assumptions, results, and uncertainties associated with the various analyses are added to the risk 
information library, as are any revisions to the stakeholder analyses. The following matters should be 
documented a t  this step in the decision process and posted to the risk information library: 
(a) description of the methods used to perform the estimations of frequency and consequence; 
(b) description of all assumptions used in the analyses; 
(c) description of data used in the analyses; 
(d) results of all analyses, including acknowledgement of the uncertainties associated with estimates; 
(e) reasons for all decisions, especially those related to uncertainty and adequacy of data; 
(9 changes to stakeholder analysis, process used, and results; 
(9) any other conclusions and recommendations; and 
(h) description of the level of effort required for the analyses.* 
*It can be beneficial to document the level of effort required as a reference for future analyses. Such documentation is 
also necessary for reviewing and evaluating the process in the Action step. For example, it may be discovered that, given 
the end results, the level of effort was too M e ,  or too much. 

7. Risk Evaluation 
7.1 General 
In this step the risks, as estimated in the previous steps, are evaluated in terms of the needs, issues, and 
concerns of stakeholders, the benefits of the activity, and i ts  costs. The result of this exercise is a 
determination of the acceptability of these risks. 

One of three conclusions will result from the risk evaluation exercise: 
(a) the risk associated with the activity is  acceptable a t  i ts current level; 
(b) the risk associated with the activity is  unacceptable a t  any level; or 
(c) the activity might be acceptable but risk control measures should be evaluated. 

If the risk is considered acceptable, then the activity can move forward as proposed and no further 
action is required. The decision process ends here, although there will sti l l  be a need to monitor the 
activity for possible changes in the risk. 

If no level of risk is considered acceptable, and if the activity is not a mandatory or inevitable one, 
the activity as proposed may need to be abandoned. Again, the decision process ends here. 

If the decision is  that the activity might be acceptable if the risk can be reduced, then proceed to the 
next step in the decision process, risk control. There may also be a need to return to a previous step(s) 
if the current information is deemed inadequate for making decisions about the acceptability of the risk. 

7.2 Estimating and Integrating Benefits and Costs 
Thus far in the process, only the risk has been considered. Prior to making any judgement on the 
acceptability of the risk, the benefits of the activity and any operational costs (other than risk) should 
also be considered. This information is then integrated into the risk information library. Finally, all 
benefits and costs (including risks) are evaluated in terms of the needs, issues, and concerns of the 
stake holders. 

It is important here to consider more than the obvious, hard, financial benefits and costs of the 
activity. So-called soft benefits and soft costs should also be considered. An example of a soft benefit is 
the comfort people are afforded knowing that a trusted agency is managing a risky activity (for 
example, government regulation of air transportation). If stakeholders are comfortable with the way 
the risk is managed by the government, they will be less fearful of air travel. This reduced anxiety 
should be considered as a tangible health benefit of the government’s risk management program. 
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Another example of a soft benefit is the increased trust developed between decision-makers and other 
stakeholders as a result of an effective risk communication program. Greater trust means less anxiety on 
the part of stakeholders. Increased trust can also have a direct impact on safety, as people are more 
willing to comply with risk reduction strategies, such as safety regulations, if they trust the people who 
set them. 

An example of a soft cost would be some reduction in quality of life or adverse effect on lifestyle. 
These costs are difficult to identify and measure, but are nevertheless real. For example, assume that an 
industrial activity generates an offensive, but otherwise harmless, odour close to a residential area. This 
would be a soft cost affecting the quality of life of the residents. In another example, assume that 
some activity destroys a prized ecosystem, such as a wild fowl sanctuary. If this occurred, people would 
lose the benefit of being able to visit that preserve a t  some point in the future. Even if they never 
considered visiting the site, losing the opportunity to do so if they choose is a real cost. 

Consider another example, of a proposed waste incinerator, where people fear that the associated 
risk will not be managed properly and that harmful pollutants will be released into the atmosphere as a 
result of the burning. If this fear, the soft cost, is not addressed and dealt with effectively, stakeholders 
may, through political pressure or other means, cause the project to be abandoned. This forced 
abandonment could mean a very large, and very hard, cost to the organization. It could also result in a 
cost to society as a whole if the alternative, a landfill, for example, has greater, longer-term health or 
environmental consequences. If this stakeholder fear is recognized and addressed by the organization 
through effective communication efforts, the fear might be eliminated or reduced to an acceptable 
level. Soft benefits and soft costs can be considerable and should never be discounted as trivial. They 
can be potential deal-breakers or deal-makers. 

There may also be a number of indirect benefits and costs associated with an activity that may not 
be readily recognized - for example, employment benefits or other spin-off benefits. The 
development of VelcroTM, for example, is a classic example of a huge spin-off benefit associated with the 
U.S. space program. 

It is important that both direct and indirect effects of an activity be considered and factored into any 
analysis of acceptability. The use of a multidisciplinary risk management team, coupled with an 
extensive consultation program, may aid this effort. 

7.3 Assessing the Acceptability of the Risk to Stakeholders 
7.3.1 General 
Once all benefits and costs have been estimated, this information is incorporated into the risk 
information library. The risks are then evaluated in terms of the documented needs, issues, and 
concerns of stakeholders, and the benefits of the activity, to determine the acceptability of the risk. 

Rather than striving to reduce risk to zero, one should strive to reduce risk to as low as is reasonably 
achievable. This concept is known as AlARA (see Figure 5). 

It should be noted that there are a number offactors, other than expected value of the loss, that 
affect stakeholder acceptance of risk, and the numbers seldom speak for themselves. This introduces 
the area of risk perception: what factors affect a person’s perception of risk, and how do perceptions 
affect decision-making around the acceptability of risk? 

Zero risk is something that i s  not often realized, unless the activity generating the risk is abandoned. 
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(A) Intolerable region. \ I Risk cannot be justified 
on any grounds. 

~~ 

Tolerable only if risk reduction 
is impractical or if its costs are 
grossly disproportionate to 
the benefits gained. 

Tolerable if cost of reduction 
would exceed benefits gained. 

(B) As Low As Reasonably Achievable 
(AIARA)*. Risk is acceptable only 
if a Compensating benefit is available. 

(C) Broadly acceptable region. No Negligible risk. 
need for detailed work to 
demonstrate ALARA. 

*Another term which is often used is ALARP - as low us is reasonably practical. ALARP and A U R A  are similar in 
concept and application. 

Figure 5 
ALARA - Framework for Risk Criteria 
(Mudel developed by Health and Safety Directive - U.K.) 

7.3.2 Perceptions of Risk 
7.3.2.1 Public Perceptions of Risk 
The risk perceptions of public and expert stakeholders have been studied for nearly 20 years, using a 
variety of survey, interview, and analyticai techniques. A consistent finding of these studies is that 
experts tend to view risky activities differently from laypersons. 

In particular, while experts emphasize technicai factors, such as the probability of an event or i t s  
consequences on human health or safety, the public empRasizes factors such as 
(a) the degree of personal controi that can be exercised over the activity - people are less accepting 
of risks over which they have little or no control (public transportation vs. driving their own car); 
(b) the potential of an event to result in catastrophic consequences - it results in not one death, but 
many (eg, a plane crash); 
(c) whether the consequences are "dreaded" - people are less accepting of risks where the 
consequences are dreaded; they would prefer to die quickly from a stroke than from a long, painful 
(dreaded) battle with cancer, although the ultimate consequence is the same; 
(d) the distribution of the risks and benefits - people accept higher risk if they also receive benefits 
from the activity (eg, downhill skiing, sky diving, driving); they are less accepting of uncompensated 
toss; 
(e) the degree to which exposure to the risk is voluntary - voluntarily moving next to a chemical plant 
vs. having the plant move next to you; and 
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(9 the degree of familiarity with the activity - people are less accepting of risks associated with 
activities with which they are not familiar (eg, irradiation of food, EMF). 

trusted. Again, this speaks to the need for effective and open communications with stakeholders to 
develop and maintain this trust. 

An event or issue that is characterized by an extremely low probability may be disregarded by 
experts because of the low value resulting from an expected-value calculation. However, it may 
become a major source of concern for the public because of the perceived severity of the consequences 
and/or because of inequity in the distribution of the associated gains and losses. 

Whether a risk is  considered acceptable or not is based on stakeholders' needs, issues, and concerns. 
These needs, issues, and concerns derive from an individual's or organization's basic objectives and 
values, as well as the social environment within which the individual or organization exists. For 
example, one basic objective of our society is the protection of children and, as such, society is less 
accepting of situations that place children a t  risk. Another example is that people who value the 
environment may be willing to pay more for organically grown produce (believing it to carry less risk) 
than for produce grown with the use of chemicals. If people are concerned about the trustworthiness 
of an industry or government, they may be less accepting of risks associated with these entities. 

One additional factor is that people tend to accept higher levels of risk if the manager of that risk is 

7.3.2.2 Influences on Perceptions of Risk 
It is important for the risk management team to remember that, when communicating with 
stakeholders about risk issues, perception is reality. The public will make judgements of the 
acceptability of a risk based on its perceptions of the consequences of the risk, rather than on scientific 
factors like probability. 

The public's perception of risk may be influenced by many things, including age, gender, level of 
education, region, values, and previous exposure to information on the hazard or activity of interest 
(Health Canada, 1993). Public perceptions of risk may differ from those of technical experts. 
Discrepancies may result from differences in assumptions, conceptions, and the needs, issues, and 
concerns of stakeholders as they relate to the hazard or activity under discussion (Slovic et ai, 1995). 

Studies conducted by Health Canada illustrate these points. A 1992 survey of 1,500 Canadians on 
their attitudes and opinions about 33 health hazards found significant differences in the perceptions of 
a number of subgroups. Risks tended to be rated higher by older individuals, women, and less 
educated individuals. Regional differences also existed for some hazards. The study also found that 
respondents relied mostly on the media for information about hazards and risks (Health Canada, 1993; 
Krewski et  ai., 1995). 

A subsequent survey of 150 Canadian toxicologists allowed for a comparison of the perceptions of 
the generai public to those of the scientific community. in general, it was found that the toxicologists 
had a far lower perception of risk and more favourable attitudes towards chemicals than did the general 
public (Slovic et a/., 1995). 

7.3*2*3 Dialogue 
The risk management team should engage in an interactive dialogue with its key stakeholders to 
effectively identify and weigh perceptual factors that influence stakeholders' judgement of the issue. An 
interactive dialogue with stakeholders allows the team to identify possible risk trade-offs that 
stakeholders might be willing to make. These trade-offs between perception factors and standard safety 
or efficiency are rarely straightforward and are often overlooked by the decision-making team. 
Nevertheless, it may be necessary for the team to explore such options in order to satisfy both decision- 
makers and other stakeholders. 
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Bringing stakeholder perceptions of risk into the risk management process is fundamental to making 
informed decisions. The team should address the additional emotional, psychological, aesthetic, and 
ethical concerns that often underlie perceptions of what is and is not acceptable. The inclusion of these 
perceptions also emphasizes the two-way nature of risk communication that should be conducted by 
organizations as part of their comprehensive risk management program. 

7.4 Risk Communication Considerations 
It is a t  this step that the needs, issues, and concerns of stakeholders have the most impact on the 
decision process; they drive the decision regarding the acceptability of the risk, which in turn may 
determine whether or not the activity proceeds. 

of benefits, be identified. It can also be important that the reasons for these perceptions be 
understood. 

The importance of this is demonstrated by the case of a proposed waste incinerator that was to be 
used to burn PCBs. Initially, the townspeople were opposed to the incinerator and the municipality 
refused to grant the company the necessary permits. Through a communication process, the company 
learned that the townspeople understood that PCBs could be safely incinerated if a high enough burn 
temperature was maintained. The technology was not the issue. What concerned them was the ability 
of the company to monitor the burn temperature and correct it if it fell below the critical level. It was 
not that they thought the company would knowingly burn the PCBs a t  too low a temperature; they 
were just unsure of the company’s ability to monitor that temperature. 

a high enough level, they considered the risk unacceptable. The solution was to place on the stack a 
large digital temperature readout that displayed the temperature of the furnace a t  all times and that 
was visible all over town. The townspeople were now able to monitor the furnace temperature 
themselves, their fear was removed, opposition dissolved, and the required permits were granted. 

(a) discuss with stakeholders the purpose of the risk evaluation step; 
(b) discuss with stakeholders the benefits of the activity, as well as any other information pertinent to 
their decision-making; 
(c) elicit stakeholder perceptions of the risks, and the reasons for these, if possible; 
(d) assess stakeholder acceptability of the risk. 

As mentioned above, it is important that stakeholdersJ perceptions of risk, as well as their perceptions 

Because the townspeople could not be assured that the furnace temperature would be maintained a t  

The following should be undertaken as part of the overall risk communication process: 

7.5 Decisions to be Made 
The following are decisions which should be made a t  this step in the decision process: 
(a) End 

(i) If the activity is non-mandatory, not inevitable, and the risk is totally unacceptable, should the 
activity be abandoned and the decision process ended here? 

(ii) Is the risk, as estimated, totally acceptable? 
(b) Go back 

(i) Are the data adequate for making decisions about the acceptability of the identified risks? Do 
we have enough information or should we go back to previous steps to acquire better information? 

(ii) Does the information in the Stakeholder analysis truly reflect stakeholder needs, issues, and 
concerns? Are we certain of this or should we go back to verify? 

(iii) Have all relevant data been provided to stakeholders? How have we determined whether 
stakeholder needs, issues, and concerns have been addressed? 

(iv) Have all of the necessary consultations taken place? Is there a need to return to a previous 
step? 

(v) Do stakeholders share our conclusions about this? 
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(c) Next step/Take action 
(i) Is the activity mandatory or inevitable? If so, then acceptability may not be relevant. 
(ii) If not, is  the risk acceptable, or is there a need to attempt to reduce the level of the identified 

risks? 
(iii) Is there a consensus among stakeholders regarding the acceptability of the risk? 
(iv) If not, is this a problem for the organization? 
(v) If there is no consensus, is the organization willing to proceed anyway? 
(vi) Are the consequences of doing so understood? 
(vii) Do we proceed to the next step, risk control? 

7.6 Documentation Requirements 
The following matters should be documented a t  this step in the decision process and posted to the risk 
i n f o r ma t io n I i bra ry: 
(a) a summary of all the risks, frequencies, consequences, benefits, costs, and stakeholder needs, issues, 
and concerns in the form of an executive summary for decision-makers; 
(b) details related to stakeholder consultations, including questions, answers, conclusions, and 
recommendations; 
(c) any revisions to stakeholder analyses; 
(d) documentation of all decisions taken with regard to the acceptability of the risks, including reasons 
for these decisions; and 
(e) details related to the analysis of benefits and operational costs and all assumptions and uncertainties 
associated with these analyses. 

8. Risk Control and Financing 
8.1 General 
If the decision a t  the risk evaluation step is  that the risk is unacceptable and should be reduced, then a t  
the risk control step control options are considered to reduce the risk. The effectiveness of risk control 
options is evaluated by estimating the risk before and after control options have been applied. The 
costs, benefits, and risks associated with the proposed control measures, as well as the residual risk, are 
considered in the evaluation. The financing of residual risk, and any other actions taken to manage the 
residual risk, should also be evaluated. 

The risk control step can proceed in a batch mode or a sequential mode. In batch mode, all of the 
control options being considered are evaluated in a comparative manner. In sequential mode, control 
options are evaluated one a t  a time. For example, in considering control options to reduce the 
frequency of a heart attack, one might first consider diet, exercise, and the elimination of smoking as 
an effective control strategy. If, for whatever reason, this is not acceptable to the patient, the next 
consideration may be the daily intake of ASA (AspirinTM). The process stops when an option results in 
an acceptable evaluation of the residual risk and the conclusion that other options are not likely to be 
significantly better. 

8.2 Identifying Feasible Risk Control Options 
Risk control options are designed to reduce either the frequency of the loss or the consequences of the 
loss should it occur, or both. One should remember that new strategies must be acceptable to 
stakeholders and that application of control options may introduce new risks, new stakeholders, or new 
issues. 

(a) avoid the exposure altogether, thereby reducing the probability (frequency) of a loss to zero; 
There are six broad strategies for controlling risk: 
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(b) reduce the frequency of the loss (eg, through training, ongoing monitoring and maintenance 
programs, use of higher quality materials); 
(c) reduce the consequence of the loss should it occur (eg, emergency response plans and capability, 
evacuation plans, diking and ditching around hazardous materials containers, wearing protective safety 
equipment); 
(d) separate the exposures (eg, restricting smoking near flammable materials, separating poisons from 
foodstuffs during transport, erecting barriers between chemical storage tanks and employee areas, 
tand-use controls around hazardous facilities); 
(e) duplicate assets, including redundancy in safety systems (eg, backing up computer records, keeping 
important materials in several locations, maintaining severai suppliers of critical materials, arranging 
with other organizations to  provide backup capability); or 
(9 transfer the obligation to control losses to some other party through a contractual arrangement 
(eg, most large Canadian chemical manufacturers have reciprocal arrangements where, if a 
transportation emergency occurs in a particular company’s designated area of response, that company 
will respond to the incident regardless of who owns the chemicals being transported. This acts to 
reduce the consequences of a dangerous goods emergency by ensuring rapid response from the 
nearest capable responder. Another example is the purchase of commercial insurance, which transfers 
the responsibility to pay for an incident to the insurer, reducing potential consequences for the insured 
(see Clause 8.5)). 
Note: This is a transfer of the risk and not a risk reduction strategy. The benefits accrue to the organization 
transferring the risk and not necessarily to other stakeholders. 

control strategies will consist of implementing several risk control options. To be effective, the full 
range of feasible control options should be considered and evaluated. 

There is usually more than one control option available to manage a particular risk, and most often 

8.3 Evaluating Risk Control Options in Terms of Effectiveness, Cost, 
and Risks 
Alternative strategies for controlling risk are evaluated in terms of their effectiveness in reducing losses, 
the cost to implement the option(s), and the impact of control measures on other stakeholder 
objectives, including the introduction of new risks or issues. 

Until the control options have actually been applied, and results observed, estimates of their 
effectiveness are conjecture. The same methods used to estimate frequency and consequence in the 
risk estimation step can be applied to estimate the potential change in these parameters expected to 
result from the application of risk control measures: historical data, fault- and event-tree analysis, 
professional judgement, etc. As with other estimates, all associated assumptions and uncertainties 
should be acknowledged and documented. 

Not only should control measures be effective in reducing risk, they should also be cost-effective. 
The cost of the control measure should not exceed the reduction in the expected value of the loss. 
Obviously, it is impractical to spend $1,000 to save $1 00. As such, an estimate of the cost of 
implementing the control option must also be estimated and factored into the evaluation. 

control option should be assessed like other scenarios, beginning with the risk estimation step. 

losses, and create the least adverse side-effects. Note, also, that control options can also introduce 
beneficial side-effects. Factor in these as well. 

Implementing a control option may also generate new risk. The new risk scenario generated by the 

In general, preferred risk control options are those that cost the least, effect the greatest reduction in 

8.4 Assessing Stakeholder Acceptance of Proposed Action(s) 
Before risk control strategies are decided upon, they should be communicated through the stakeholder 
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consultation process. A proposed option may appear acceptable to the decision-maker, in terms of i t5  

effectiveness and costs, but may be unacceptable to other stakeholders because of other factors. There 
is a need to evaluate any proposed control or financing strategy in terms of the needs, issues, and 
concerns of affected stakeholders. The case for vetting risk financing options is not so obvious, but if 
the organization decides to finance residual risk through borrowed funds, it may require the approval of 
its lending institution (a stakeholder). Similarly, if the organization decides to retain the losses and 
finance them out of profits rather than transfer them, there may be a need to seek shareholder (ie, 
stakeholder) approval in advance. 

8.5 Risk Financing 
Risks that cannot be totally eliminated by risk control strategies usually must be financed, that is, 
someone has to pay for the loss. There are two basic risk financing techniques: retention and transfer. 
The responsibility for paying for the loss may be retained by the organization, where the organization 
uses its own money to pay for the loss (these funds may be borrowed, but the debt is still “owned” by 
the organization). The other option is for the organization to transfer the responsibility to pay to 
another organization through some contractual arrangement. An example of this type of transfer 
arrangement is the purchase of commercial insurance. Often elements of both techniques will be 
applied, where the organization will retain a portion of the loss (a deductible) and commercial 
insurance will cover any amount over this, usually to a specified limit. Like control strategies, risk 
financing options are evaluated in terms of their effectiveness in covering the loss and their cost to the 
organization. 

It is not always possible to transfer the total financial obligation for residual risk. for example, 
consider the issue of the residual risks from the Saguenay or Southern Manitoba floods. Although 
compensation has been paid for the Saguenay floods through Emergency Preparedness Canada and the 
Quebec Emergency Measures Organization, plus homeowner’s and business insurance schemes, the 
residual financial risk that has resulted is enormous in absolute terms and very significant in individual 
terms. Any residual risk that cannot be transferred must be retained, whether voluntarily or not. 

One should also consider the involuntary acceptance of a transferred risk. For example, if a loss 
forces an organization or individual into bankruptcy, losses may be transferred to creditors even though 
these creditors would not voluntarily accept them. Consider also the case of a chemical company that 
contracts with a trucking firm to haul its products, and requires in a contract that the hauler accept alt 
responsibility during transportation of the product. If there is an accident that results in a release and 
significant environmental damage, the chemical company may still be held responsible by the public or 
governments even though they theoretically transferred the risk to the hauler. This demonstrates that 
organizations may be held responsible for risks that are beyond their direct control. Contingency plans 
may need to be developed for this. 

8.6 Assessing Stakeholder Acceptance of Residual Risk 
Any risk left after the implementation of risk control strategies is termed residual risk. The residual risk 
must be evaluated by returning to the risk evaluation step, to determine if it is acceptable. If the 
residual risk is not acceptable, then the activity may need to be abandoned, or alternative risk control 
strategies implemented to reduce the risk to an acceptable level. 

One means of increasing acceptability is to increase the benefits associated with the activity. The 
risks are evaluated in terms of the overall needs, issues, and concerns of stakeholders. Therefore, if 
concerns about risk can be balanced against gains in other areas of stakeholder interest (greater 
income, cleaner water, employment benefits, etc), then the activity may be seen as acceptable. 

Determining the level of acceptable risk is best achieved through effective dialogue with 
stakeholders. In deciding whether or not a risk is acceptable, it may be useful to determine whether the 
risk 
(a) i s  so great or the outcome so unacceptable that it must be refused altogether; 
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(b) is, or has been made, so small as to be negligible; or 
(c) falls between (a) and (b), and it has been seduced to the lowest achievable or practicable level. 

8.7 Risk Communication Considerations 
There may be a need to communicate extensively with stakeholders a t  this step, in order to evaluate 
proposed risk control options and the acceptability of residual risk. 

The following should be undertaken as part of the overall risk communication process: 
consult with stakeholders to gain their input into identifying and evaluating feasible control options 
reduce risk; 
inform stakeholders of chosen risk controi and financing strategies; 
inform stakeholders of benefits, costs, and any new risks associated with proposed control options; 
identify, as a result of implementing control measures, any new stakeholders, or new issues; 
evaluate acceptance of control options; 
evaluate acceptance of residual risk; and 
determine if risk trade-offs might be possible. 

8.8 Decisions to be Made 
The following are decisions that should be made a t  this step in the decision process: 
(a) End 

(i) Are there any feasible control measures available to seduce the risk? If not, should the activity 
be abandoned and the decision process ended here? 

(ii) Is the residual risk acceptable to stakeholders, including the organization? If not, should the 
activity be abandoned and the decision process ended here? 
(b) Go back 

(i) Are adequate data available for evaluating the cost-effectiveness of proposed control options? 
(ii) Is there a need to acquire better data by returning to previous steps? 
(iii) Have key stakeholders been consulted? 
(iv) Are the assumptions and uncertainties associated with the estimates acceptable to 

(v) Are new risks introduced as a result of implementing proposed control or financing strategies? 

(i) What control options are proposed for action? 
(ii) Are proposed actions acceptable to stakeholders? If so, implement. 
(iii) Is the residual risk acceptable to stakeholders, including the organization? 
(iv) If not, does the activity proceed anyway? 

Stakeholders? 

(c) Next step/Take action 

8.9 Documentation Requirements 
The following matters should be documented at  this step in the decision process and posted to the risk 
i n f o r rn a t i o n I i bra ry: 
(a) details of all feasible risk control and risk financing assessments; 
(b) details of all assumptions used in the analyses; 
(c) description of data and methods used in the analysis of control and financing options; 
(d) description of uncertainties associated with the results of the analyses; 
(e) obligations of others with respect to implementation of control and financing strategies; 
(9 copies of all contracts related to control and financing strategies; 
(9) documented stakeholder considerations related to proposed control and financing strategies; and 
(h) reasons for all decisions. 
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9. Action 
9.1 General 
In this step the chosen risk control, financing, and communication strategies are implemented; the 
effectiveness of the decision process is evaluated; and the monitoring program is established. 

9.2 Developing an Implementation Plan 
Prior to implementing any of the chosen risk control, risk financing, or risk communication strategies, it 
is important to develop an implementation plan. In the organization’s implementation plan, the 
decision-maker should consider the technical decisions that need to be made in order to execute 
chosen strategies (eg, the timing of implementation, resource availability, technical decisions to set up 
monitoring programs). Managerial decisions that are made in cooperation with other managers and 
staff also need be considered (eg, training requirements, staffing requirements, job shifting or new 
posit i o n s, f i na n c i n g req u i rem en ts) . 

9.3 Implementing Chosen Control, Financing, and Communication 
Strategies 
In the action step, selected risk control options are implemented, and the stakeholder outreach, 
dialogue, media contact, and key messages are delivered using contacts developed throughout the risk 
management communication process. A broader public communication effort (eg, through the media 
and community meetings) may be necessary in order to facilitate delivery of messages related to the 
decisions being made and implemented. 

9.4 Establishing a Monitoring Process 
9.4.1 Primary Functions 
Monitoring is  a key function of the risk management program and has four primary functions: 
(a) to detect and adapt to changing circumstances; 
(b) to ensure that the risk control and risk financing options are achieving the results expected of them; 
(c) to ensure proper implementation of control, financing, and communication strategies; and 
(d) to verify the correctness of assumptions used in the various analyses. 

9.4.2 Monitoring for Changing Circumstances 
When monitoring for changes in the system, six broad categories of issue are considered: 
(a) the environment in which the activity takes place, including the regulatory environment; 
(b) the factor exposed to the loss: health, property, income, the environment, etc; 
(c) the hazard causing the loss: natural, economic, technical, human; 
(d) the acceptability of the loss (a function of needs, issues, and concerns); 
(e) stakeholders; and 
(9 new technology. 

acquires new properties, new risks are associated with these properties. If the organization disposes of 
properties, some control and financing strategies may no longer be needed (eg, property insurance). 
Hazards often change with the seasons and there may be a need for ongoing seasonal adjustments. 
Changes in government may bring new tax structures that may affect the organization. New and 
untrained employees are an added source of risk. 

falling (due to depreciation or obsolescence). These changes in the value of assets will affect the 

A change to one or more of these parameters changes the risk. For example, if the organization 

Over time, the value (market or replacement) of assets may change, either rising (due to inflation) or 
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consequence of a loss should it occur, and there may be a need then to change control and financing 
strategies. 

communication strategies. 

Stakeholders may also change, and will need to be kept informed about the ongoing risk management 
program. 

New technologies may be made available that affect the choice of risk control, financing, or 

Any changes to these factors may necessitate a return to the initiation step if new issues result. 

9.4.3 Monitoring Performance 
To ensure that the risk management program, including specific control measures, is effective in 
achieving the results expected of it, the decision-tnaker should 
(a) establish standards of what constitutes acceptable performance; 
(b) compare the actual performance of the program against these established standards; and 
(c) make corrections for substandard performance. 

incidents within two years. The realized incident rate is compared to the goal to determine whether 
the program was successful. If actual performance does not meet the established goal, it may mean 
that the goal was too high (or too low), or that some new control strategy may need to be considered. 

Performance standards may be goals the organization wishes to achieve, such as a 50% reduction in 

9.4.4 Ensuring Proper Implementation of Control, Financing, and 
Communication Strategies 
If performance is less than expected, before developing new strategies, it is best to ensure that the 
chosen strategy has been implemented properly. improper implementation is often the cause of 
substandard performance. 

For example, the design of a regulatory program is sometimes blamed for unsatisfactory health and 
safety performance where the real problem is a low safe of compliance due to poor implementation or 
poor communication efforts. 

9.4.5 Monitoring to Verify the Correctness of Assumptions 
Assumptions are guesses about what may happen in the future and, as such, are subject to varying 
levels of uncertainty. It is important that all assumptions used throughout the analysis be verified where 
possible. If the assumptions prove correct, this lends strength to the decisions arising from the process. 
If assumptions prove not to be valid, then the analysis may need to be redone. 

The importance of this is illustrated by developments in the oil industry during the early 1980s. The 
oil companies assumed that there would be a continuous rise in the price of oil, to over $200 per barrel 
by the year 2000. Based on these assumptions and the expected accompanying increase in cash flow, 
multi-million dollar acquisitions and billion dollar capital projects were initiated, financed mostly by 
huge debt loads. The fact is  that oil prices never exceeded $45 per barrel, anticipated revenues did not 
materialize, and many companies, including some rather large ones, perished under their burdens of 
debt. 

Assumptions should be routinely reviewed to avoid such costly mistakes. The monitoring function 
should be an ongoing responsibility for the risk management team, providing for continuous 
improvement within the risk management program. The financial and non-financial benefits of 
monitoring include 
(a) the identification of new or changing risks; 
(b) the accumulation of evidence to support assumptions and results of analyses; 
(c) the development of a more accurate portrait of the risks; and 
(d) reduction in costs associated with improper or redundant implementation of risk control measures. 
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9.4.6 Timing - Consideration for Sunset or Termination Options 
All risk management strategies should be reviewed periodically. Sometimes a "sunset" date is 
established, where a particular control option, such as a regulation, will cease to exist unless extended 
for cause. Extension requires an analysis to justify the continuation of the control option. If no 
justification can be established, the control option is terminated. "Sunsetting" aids in ensuring that 
ineffective or unnecessary actions are not continued indefinitely. 

9.5 Evaluating the Effectiveness of the Risk Management Decision 
Process 
After having undergone the extensive decision processI it is prudent to evaluate the effectiveness of the 
risk management process in satisfying the objectives of the decision-maker. This facilitates continuous 
improvement in the decision-process itself, creating efficiencies for future efforts. 

This review also provides for greater defensibility of decisions made throughout the process. 
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Appendix B 
Uncertainty 

Note: This Appendix is not a mandatory part of this Guideline. 

B l .  
Life is full of uncertainty, and risk decisions are seldom based on information that is complete and true 
in every way and that represents the decision environment exactly. Most of the analyses conducted 
during the risk management decision process make use of historical data to predict future events. Any 
estimate of future events (costs, benefits, frequency, etc) based on an analysis of historical data 
represents an assumption that history will repeat itself exactly in the future. The factors that affected 
the events of the past may or may not be in place to affect future events, and this is the basis of 
u nce rta i n ty. 

The historical data used for predicting the future may be extensive, providing a relatively good 
representation of the activity under consideration, or they may be sparse, providing only a “modest 
guess” of what might happen. Therefore, not only is there uncertainty because the future may not 
mirror the past, but these historical data, if sparse, may not accurately represent the past activities. 

Generally speaking, estimates based on extensive data are less uncertain than those based on sparse 
data. Also, if factors affecting past events (the same political structure, similar economic picture, etc) 
are in place to affect future events in the same manner, then estimates are probably less uncertain than 
if these factors are not present, or are different. 

Estimates of future benefits and costs, as well as future accidental losses, are more often than not 
provided by experts in the various fields of statistics, engineering, and economics, rather than by the 
decision-maker or other stakeholders. It is important that the decision-maker and the outside 
stakeholders know explicitly how uncertain the estimates provided to them can be. These assumptions 
and uncertainties must be documented clearly. 

Experience suggests that people do not adequately account for uncertainty, and that systematic 
methods for dealing with this consideration can dramatically improve decision-making. An accounting 
of the methods used to analyze the data, details with respect to the data on which the estimates were 
based, and the uncertainties associated with the estimates and assumptions used in the analysis will 
lend greater credibility to the decision process and to decisions themselves. 

Decision-makers need to better explain “the science” or methods used in analyses, and the 
uncertainties associated with this science, the data, or the estimates resulting from the analyses. 
Decision-makers need to say, ”We do not know everything, but here is  what we do know. Now how 
do we cooperate in making safety decisions given these uncertainties?” 

will undermine the credibility of the decision-maker. The experience of the chemical industry and its 
Responsible CareTM efforts is that effectively discussing uncertainties actually enhances credibility. The 
protocol associated with acceptable scientific anaiyses demands that uncertainties associated with 
analyses be specifically acknowledged; any analyses where this is not done are suspect. 

There are a number of other reasons for explicitly acknowledging uncertainty. First, an explicit 
treatment of uncertainty forces decision-makers to think more carefully about issues, helps identify 
which factors are most and least important, and helps decision-makers plan for contingencies. 

There is often concern that telling stakeholders about uncertainties associated with data or estimates 
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Second, problems have a way of recurring. The details may change, but basic problems keep 
coming back again and again. Sometimes decision-makers would like to be able to use a past analysis 
to deal with the problem of the moment. This is much easier to do when the uncertainties of the past 
analyses have been carefully described. Decision-makers then have greater confidence that they are 
using the earlier work in an appropriate way. 

M. Granger Morgan of Carnegie Mellon University. He states, There is a growing recognition that 
policies that ignore uncertainty about technology, and about the physical world, often lead in the long 
run to unsatisfactory technical, social and political outcomes.'' 

A common approach to dealing with uncertainty is to determine the "most likely" value of a variable 
based on historical data and then to supplement this with a sensitivity analysis. A sensitivity analysis 
provides a range of values above and below this "most likely" value. The purpose of such an analysis is 
to 
(a) acknowledge that the future cannot be predicted perfectly; and 
(b) ascertain if decisions would remain the same if actual value varied from the expected value. For 
instance, in estimating the consequences of an event, one might estimate a range of $200,000 plus or 
minus $50,000, that is, a range of between $150,000 and $250,000. What is  being said might be, 
"While we may be fairly sure (say 70% sure) that the cost will be $200,000, we are more certain (say 
90% certain) that the cost will not exceed $250,000 nor fall below $150,000." The question then 
asked is, "Would decision(s) be different if the actual consequences were $150,000 or $250,000 rather 
than the expected $200,000?" If not, then the decision stands (and we are 90% sure of our decision). 
If a different decision would result, then a more accurate estimate of the expected value may have to 
be attained, perhaps through the acquisition of better data. The use of sensitivity analysis is common 
to most benefit/cost analyses and it is sufficient for calculating the expected benefits or costs of 
well-known, repeated activities. However, presenting the full probability distribution of a variable can 
be important when the issue of concern is not well understood, such as when the relevant data base is 
small or the conditions of use are unusual. In addition, presenting a more complete description of 
uncertainty may be important for purposes such as communicating with concerned stakeholders, or 
integrating uncertain information across several distinct low probability/high consequence sources or 
events. 

It is sometimes important to distinguish the source of uncertainty, particularly in those cases where 
experts lack sufficient information about the probability or impact of an action. This 
"knowledge-based" uncertainty may apply when the historical accident database is small or when new 
technologies are being introduced. For such cases, the standard practice used in sensitivity analysis 
may result in an overly narrow range because it fails to provide a sufficient acknowledgement of 
experts' lack of experience with this type of event. Therefore, one must ensure that the range of values 
used in the sensitivity analysis is sufficiently broad to capture the range of possible outcomes. 

One of the leading experts in dealing with uncertainty in quantitative risk and policy analysis is 
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Appendix C 
Risk Communication 

Note: This Appendix is not a mandatory part of this Guideline. 

c1. 
Risk communication goes beyond simple messages providing information. Risk communication i s  based 
on a process of dialogue, including consultation, allowing stakeholders to participate in the 
decision- ma king process. 

Risk communication is not simply public relations or one-way public education because 
(a) it will not always reduce conflict; 
(b) the ability of people to understand and relate to a particular risk does not guarantee easily made 
decisions; and 
(c) providing people with scientific information alone will not enable them or the decision-maker to 
resolve important risk issues. 

Communicating about risk is important. Avoiding risk communication is not effective and may be 
very costly in the long term. Stakeholders resent imposed risks and risk decisions made without their 
input. People have a right to be involved in the decisions that affect them, and they believe 
decision-making processes should be accessible. Involving stakeholders builds acceptance and can elicit 
constructive ideas. 

maker), not the stakeholder. Actions and communications based on dialogue lead to shared 
understanding, shared goals, and better decisions. Risk communication builds trust and encourages 
buy-in by sharing decision-making, reducing misperceptions, and improving technical understanding of 
the science of risk. 

Ineffective risk communication may lead to irreplaceable loss of management credibility, unnecessary 
and costly conflicts with government, difficult and expensive approval processes for project sites, bitter 
and protracted debates and conflicts with stakeholders, diversion of management attention from 
important problems to less important problems, non-supportive and critical employees, and 
unnecessary human suffering due to high levels of anxiety and fear. 

decisions and behaviour flow from perceptions. Credibility (personal, message, and third-party) may be 
defined as the perception of being trustworthy and competent. 

Personal credibility is described by the use of terms such as candour, capability, commitment, 
competence, dedication, empathy, expertise, honesty, resolve, respect, and understanding. for 
messages to be credible, they must be consistent with the facts and with previous statements. These 
messages need to be framed in stakeholder terms, not self-serving language or jargon, and be 
consistent with the messages of others. Credibility remains difficult to establish, easy to lose, and 
almost impossible to regain. Specialized training in risk communications is recommended prior to 
initiating the Q850 risk management process. 

believe they have a stake in the outcome of the decision. These “minor” players may be much more 
influential than the team anticipates. A small group of stakeholders may effectively mobilize public 
opinion and halt an activity they feel presents an unacceptable risk. For example, a local environmental 

Effective risk communication is the responsibility of the communicator (in this case, the decision- 

It is important to provide the information that people may seek. Credibility is a key goal since 

It can be extremely important to include even minor stakeholders in the process if these stakeholders 
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group rallied to stop an incinerator from being built because it believed the residual risk from the 
facility was not acceptable. uhe  unit was projected to operate a t  99.9999% burn efficiency, indicating 
a very minor risk. However, even though the risk, from a technical point of view, was very small, from 
the stakeholder’s point of view, it was sti l l  unacceptable.) All the other key stakeholders supported the 
incinerator project, but this small group effectively mobilized public opinion against it and the 
company, after spending an enormous amount of time, effort, and money) was forced to withdraw its 
permit request. It is important that stakeholders with the potential to stop a project be identified as 
early in the process as possible. 

be included as legitimate stakeholders if they believe themselves to be affected. These stakeholders 
may be able to mobilize public opinion against a proposed project regardless of the scientific risk. 
These stakeholders may choose to leave the decision process once they have enough information to 
understand that the activity really does not affect them. 

In a similar case, a community group believed a proposed change to a chemical company’s air 
emissions permit would expose them to greater risk. However, this belief was based on a number of 
misconceptions related to some technical aspects of the activity: the composition of the emissions and 
local wind patterns. Through a dialogue process, the concerns of the stakeholders were addressed, and 
the misconceptions about the technical issues were corrected. As a result of effective communication 
efforts, these stakeholders’ concerns were alleviated. This case stresses the need for an effective 
communication process to facilitate this transfer of information between the decision-maker and other 
stakeholders. 

There are numerous examples of decision-makers addressing the wrong issue. For example, a 
chemical company was establishing a new facility and believed that the key issue for the community 
would be emissions. They spent a great deal of time and money developing a communication strategy 
around the issue of emissions. However, through dialogue with the community, in a town hall 
meeting, they found out that the primary issue was related to transportation. The community believed 
that the new facility would result in a dramatic increase in large truck traffic, which would create a risk 
for their children. (They were not so concerned about emissions because they believed, rightly, that the 
company was utilizing a highly effective emission control system.) As a result, the company had wasted 
a great deal of time and money addressing an issue that was not of concern to stakeholders. The 
company should have done some preliminary dialogue with its key stakeholders to validate what they 
thought would be primary issues. 

It is  important to recognize that stakeholders often believe the process of communicating with them 
about an issue is  as important as the eventual resolution of the issue. It is through the communication 
process that the organization has the opportunity to gain stakeholders’ trust or, if it fails to 
communicate to stakeholders’ satisfaction, lose it quickly. Research in the area of stakeholder 
perception (Slovic, Gregory, and others) has shown that “trust” is a key determinant of stakeholders‘ 
acceptance of risk. That is, if stakeholders trust those who are charged with managing the risk, they 
are more accepting of higher levels of risk. Where this trust is absent, stakeholders demand higher 
levels of safety, and may refuse to accept any risk a t  all. 

The development of trust between stakeholder and decision-maker is only one of the benefits of an 
effective communication process. Stakeholders are often the source of information critical to the 
decision-process. For example, in one company, a warehouse safety officer issued safety glasses to all 
employees in an attempt to reduce the numbers of on-the-job eye injuries. When the anticipated 
reduction in injuries failed to materialize, the immediate reaction was that the safety glasses were an 
ineffective mechanism for reducing such injuries and that some other risk control strategy should be 
developed. However, in speaking with the employees, it was discovered that the glasses were quite 
uncomfortable to wear, and employees removed them when the safety inspectors left. Proper-sized 
glasses were provided to employees, and the incidence of injuries declined as expected. The employees 
provided critical information that the decision-maker would not have been able to attain elsewhere. 

Regardless of whether stakeholders might actually be affected by an activity or decision, they must 
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The communication process is necessary so that information may be passed from the risk 
management team to other stakeholders. It is also necessary for evaluating stakeholder acceptance of 
risk. 

Sometimes stakeholders just want to be involved in the decision process so that they can monitor 
the performance of the decision-maker; they just want to see what is going on. Again, involving 
stakeholders "who just want to watch'' provides the decision-maker with the opportunity to build trust 
with these stakeholders. 
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Appendix D 
Risk Perception and i t s  Effect on the 
AcceptubiZity of Risk 

Note: This Appendix is not Q mandatory part of this Guideline. 

D1. Introduction 
An individual or organization charged with making decisions about risk must judge the risk in terms of 
the needs, issues, and concerns of the affected stakeholders. This Guideline seeks to incorporate 
stakeholder perceptions into the decision-making process. 

D2. How Different People Value Things Differently - The 
Concept of Utility 
“Utility” in the economic sense can be defined as the satisfaction an individual receives from those 
activities that the individual pursues. 

The utility associated with that which may be lost is often different from one individual to the next, 
but can also differ for each individual, depending on his or her circumstances a t  the time. Consider a 
very hungry individual. A pizza could offer a great deal of utility to that person, because it would act 
to satisfy his or her hunger. On the other Rand, the pizza would offer little (immediate) utility, in terms 
of satisfying hunger, if the individual had just finished eating a large holiday dinner. The pizza would 
offer greater utility the next day when the person’s hunger returned. The individual perceives the utility 
associated with the pizza differently, depending on whether the individual is hungry or not; that is, 
depending on the individual’s needs (in this case with respect to food) a t  the time. Consider also that 
one pizza may offer great utility to a hungry individual, a second pizza may offer a bit more utility (if 
that person is still hungry after eating the first), but a third, fourth, or fifth pizza may not offer any 
utility a t  all. In fact these additional pizzas may generate negative utility, if the person, already full, eats 
the pizzas anyway and gets sick as a result. 

Now consider the risk of losing the pizza. If very hungry, the individual may find any risk of losing 
the pizza unacceptable. If, on the other hand, the individual is not a t  all hungry, he or she may be 
indifferent to losing the pizza. The acceptability of the risk depends on the utility placed on the item a t  
risk (in this case, a pizza), which depends on the needs of that individual, a t  that specific time. 

Not all considerations of utility are time-sensitive. For example, if we value honesty in people, we 
probably always value honesty. If we are concerned about the environment, we are probably always 
concerned about the environment. Throughout this Guideline the terms needs, issues, and concerns 
have been used to capture those factors which affect our perceptions of risk. 

satisfaction (their needs, issues, and concerns) differently. The issue of perceived value is most often 
overlooked in older risk management theories that are based on the simple equation Risk = Probability 
x Consequence. This equation is inadequate as a descriptive definition of the concept of risk. 

Different people can value the same loss differently because the loss may affect their overall 

Consider another example related to the acceptability of risk. 
We wish to determine the acceptability of the risk associated with a game of chance involving a coin 

toss. If it‘s heads, the player wins $1 00. If it’s tails, the player loses $1 00. 
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Most people would say that the risk is that they might lose $1 00, the item a t  risk being the $1 00 itself. 
The classic definition of risk is expressed using the formula Risk = Probability x Consequence. This 

equation gives what is termed the expected value of the loss. In our coin toss example, the risk (or 
expected value of the loss) is $50 - the probability of getting the coin toss resulting in tails and losing 
(4, multiplied by the amount of money that would be owed in the case of tails ($100). So while the 
expected value of the loss might be $50, most individuals would recognize that the risk, or what they 
stand to lose, is $100. 

What does all this mean? How acceptable is the risk and what kinds of actions on the part of 
decision-makers (potential players) will this risk generate? The answer, quite simply, is “it depends.” It 
depends on the utility offered by the $100, which depends on the needs, issues, and concerns of the 
stakeholder bearing the risk. The utility associated with the $1 00 will determine an individual’s 
perception of the risk. 

For a sports figure earning $7,000,000 a year, the loss of $100 is  inconsequential. That person 
would not place a great deal of value or utility on the $100 because the loss or gain of this amount 
would not materially reduce his or her satisfaction. However, to a single, unemployed parent with four 
children to support, the loss of $1 00 may mean not being able to feed the children. The $1 00 has 
substantial value, and the risk of losing that $100 may be unacceptable. What the parent, or any 
stakeholder, is doing is comparing the utility gained as a result of winning the $100 with the utility lost 
as a result of losing the $100. 

Even though the probability associated witR losing is the same, and the consequence of losing is the 
same ($1 00), the acceptability of the risk can vary from one individual to the next. The perceived 
“risk” is not the same because the value, or utility, placed 
from one individual to the next, because these individuals‘ needs, issues, and concerns differ widely. 
Decision-makers often overlook or ignore this difference in perceived value and, as a result, many 
decisions create co n trove rsy. 

the expected loss can differ completely 
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Appendix E 
Alignment of CSA Guideline CAN/CSA-Q850 and 
Other Risk Management Frameworks 

Note: This Appendix is not a mandatory part of this Guideline. 

El. 
The steps and interactions summarized in Figures 1-3 of this Guideline have been developed as an 
overall process for managing risk. The logic for this framework is self-evident. However, readers should 
be aware that other frameworks also exist, some of which are supported by international trade 
organizations concerning health issues. In general, most of the concepts summarized in Figure 3 are 
represented to some extent within the other frameworks, but the terminology may differ. This use of 
different terminology can make it difficult to identify common concepts and framework components. 

For example, the Sanitary and Phytosanitary Sections (SPS) of the World Trade Organization (WTO), 
General Agreement on Tariffs and Trade (GATT), and the North American Free Trade Agreement 
(NAFTA) each identify the Codex Alimentarius Commission (CAC) of the World Health Organization, the 
Office International des Epizooties (OIE), and the International Plant Protection Convention (IPPC) of 
the Food and Agricultural Organization of the United Nations as the organizations responsible for 
international standards, guidelines, and recommendations for international trade of foods, animals and 
plants, and products, and the risks they may pose to human, animal, or plant health, respectively. 

In general, all three of the above organizations tend to follow the framework presented by the 
United States National Research Council (NRC), in which risk analysis is defined as a larger concept, 
including elements of risk assessment, risk management, and risk communication. Risk assessment 
within risk analysis is further defined as consisting of four elements including hazard identification, 
exposure assessment, response assessment, and risk characterization. Risk characterization consists of a 
roll-up of the preceding three elements plus assessment of the uncertainty of the data. 

Despite differences in terminology, it is important to note that the basic elements of the various 
frameworks have much in common. For example, similarities between the NRC and 4850 systems 
become more apparent if the title of Figure 3 of QSSO is changed to Risk Analysis, and the Preliminary 
Analysis and Risk Estimation boxes are grouped as Risk Assessment, and the Risk Evaluation, Risk 
Control, and Action boxes are grouped as Risk Management. Both systems agree that good risk 
communication is required and that interaction between risk assessment, risk management, and risk 
communication is essential to the overall management of risk. 
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Appendix F 
Additional Sources 

Note: This Appendix is not u rnondutory part of this Guideline. 

F l .  
The following sources may be contacted for additional information: 

Canada. Health Canada 
Brooke Claxton Building 
Ottawa, Ontario K1A OK9 
Telephone: (61 3) 957-2991 
Fax: (61 3) 952-5366 

Canada. Transport Canada 
Transport Canada Building 
Place de Vile 
330 Sparks Street 
Ottawa, Ontario K1A ON5 
Telephone: (61 33 990-2309 
Fax: (613) 995-0351 

Canada. Treasury Board 
L'EspIanade Laurier 
Ottawa, Ontario K1A OR5 
Telephone: (61 3) 957-2400 

Canadian Chemical Producers' Association (CCPA) 
350 Sparks Street, Suite 805 
Ottawa, Ontario K1R 7S8 
Telephone: (61 3) 237-621 5 
Fax: (61 3) 237-4061 

Institute for Risk Research, University of Waterloo 
University of Waterloo 
Waterloo, Ontario N2L 3C1 
Telephone: (51 9) 885-1 21 1, ext. 3355 
Fax: (519) 725-4834 

Major Industrial Accidents Council of Canada (MIACC) 
265 Carling Avenue, Suite 600 
Ottawa, Ontario K1S 2E1 
Telephone: (61 3) 232-4435 
Fax: (61 3) 232-491 5 
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Risk and Insurance Management Society (RIMS) 
131 0 Ingledene Drive 
OakviIIe, Ontario L6H 2G4 
Telephone: (905) 845-8226 
Fax: (905) 845-9578 

Society for Risk Analysis 
131 3 Dolley Madison Blvd., Suite 402 
McLean, Virginia, USA 22101 
Telephone: (703) 790-1 745 

46 October 7 997 

C
o

m
m

ittee M
em

b
er's C

o
p

y O
n

ly. D
istrib

u
tio

n
 P

ro
h

ib
ited

.



Proposition de 
modification 
N’hgsitez pas 2 nous faire part de vos suggestions 
e t  de vos commentaires. Priere d‘utiliser le 
formulaire qui suit pour formuler Ies propositions 
de modification aux normes CSA e t  autres 
publications CSA. II est recommand6 d’inclure 

le numkro de la norme/publication 
le numkro de I’article, du tableau ou de la 

figure vis6 
la formulation proposi5e 
la raison de cette modification. 

ProposaE 
for change 
CSA welcomes your suggestions and comments. 
Please use the following form to submit your 
proposals for changes to CSA Standards and 
other CSA publications. Be sure to  include the 

Standard/publication number 
relevant Clause, Table, and/or Figure 

n u m be r( s) 
wording of the proposed change 
rationale for the change. 

Norn/Name: 

Af  f il la t io n : 

Adresse/Address: 

ViIle/City: 

i t  at/Province/State: 

Pays/Cou ntry : 

Tkl 6p ho ne/Te lep ho n e: 

Date: 

Proposition de modification/Propored change: 

Code postal/Pos ta  I/Z i p code: 

T6lGcopieur/Fax: 

(Si I‘espace est insuffisant, utiliser le verso e t  des feuilles volantes/Use reverse and additional pages CIS required.) 
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Mail order form to: Envoyez votre bulletin Call toll free: Tdephonez sans 
CSA - Sales Department 
178 Rexdale Blvd. 

de commande i : 
CSA- Service des ventes Canada et Etats-Unis 

1-800-463-6727 Etobicoke, (Ontario) 178, bod. Rexdale 
M9W 1R3 Etobicoke, (Ontario) 

M9W 1R3 

-0- Fax - 24 hours 1-1 (416) 747-2475 
Adresse electronique 
sales@csa.ca 

T&copieur - 24 h sur 24 
(41 6 )  747-2475 
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Activit6.s de Z’Association Association activities 

Organisme independant e t  sans but lucratif du 
secteur privet I’Association canadienne de 
normalisation offre au public, aux gouvernements 
e t  au milieu des affaires un forum pour 
IWaboration de normes selon le principe du 
consensus, ainsi que des services de certification, 
de mise 5 I‘essai et autres services connexes. 
L’Association offre egalement des services 
d’inscription de programmes qualit6 par le 
truchement du QM I. Toute personne, compagnie 
ou organisation interess6e a la normalisation peut 
d even i r m em bre de I ’ Associati o n . 

I‘Association sont redigees, revues e t  mises i jour 
par plus de 7000 membres de cornit6 volontaires 
qui representent les utilisateurs, producteurs e t  
pouvoirs de rkglementation de toutes les rkgions 
du Canada. En outre, quelque 2000 reprgsentants 
de I’industrie, des syndicats, des gouvernements et 
du public en general participent aux travaux de 
I’Association i titre de membres de soutien. Pres 
du tiers des normes de I’Association sont cit6es en 
r6fGrence dans les regtements provinciaux e t  
f4d 6ra u x. 

Les travaux de normalisation sont rkpartis par 
programmes : modes de vie e t  environnement, 
6lectricit6 e t  6lectronique, construction, knergie, 
transport et distribution, technologie des 
matgriaux, gestion et production, informatique e t  
t416communicationst e t  soudage. Ces 
programmes figurent dans notre catalogue que 
vous pouvez obtenir sur demande. 

commentaires. Pour plus de renseignements sur 
les programmes de normalisation, corn muniquez 
avec le : 

Au-dela de 1000 normes publiges par 

N’h6sitez pa5 h nous faire part de vos 

Vice-pre‘sident 
Elaboration des normes 
Association canadienne de normalisation 
7 78, boulevard Rexdale 
Etobicoke, Ontario M9W 1 R3 

The Canadian Standards Association is a not- for- 
prof i t, independent, private sector organ iza ti on. 

It serves the public, governments, and business 
as a forum for national consensus in the 
development of standards, and offers them 
certification, testing, and related services. It also 
provides quality registration services through QMI. 
CSA is a membership Association open to any 
individual, company, or organization interested in 
Standards activities. 
The more than 1000 Standards published by CSA 

are written, reviewed, and revised by over 7000 
committee members, who represent users, 
producers, and regulatory authorities in all regions 
of Canada. In addition to these volunteers, some 
2000 representatives from industry, labour, 
governments, and the public participate in the 
work of the Association through sustaining 
memberships. Approximately one- third of CSA’s 
Standards have been referenced into law by 
provincial and federal authorities. 

program areas: lifestyles and the environment, 
electrical/eIectronics, construction, energy, 
t ra n s port a t  i o n / d is  t r i b u ti o n , mat e ri a I s t e c h no I o g y, 
business/ p rod uction man ag erne n t systems, 
corn m unications/information technology, and 
welding. These are all listed in our catalogue, 
which is available on request. 
We welcome your comments and inquiries. 

Further information on Standards programs may 
be obtained by writing to 

Activities in the Standards field cover a number of 

The Vice President 
5 tandards Developrn en t 
Canadian Standards Association 
17% Rexdale Boulevard 
Etobicoke, Ontario M9W 7 R3 
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Organisme sans but lucratif du secteur privg A not-for-profit private sector organization 
178, boulevard Rexdole 7 78 Rexdale Boulevard 

Etobicoke, Ontario 
Canada M9W 7R3 

(4 16) 747-4000 
Bureaux rggionaux a Regional offices in 

Vancouver, Edmonton, Montrgai 
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